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LONDON BOROUGH OF TOWER HAMLETS 
 

AUDIT COMMITTEE  
 

Tuesday, 20 March 2012 

 
7.00 p.m. 

 

1. APOLOGIES FOR ABSENCE   
 

 To receive any apologies for absence. 

2. DECLARATIONS OF INTEREST  (Pages 1 - 2) 
 

 To note any declarations of interest made by Members, including those restricting 
Members from voting on the questions detailed in Section 106 of the Local Government 
Finance Act, 1992.  See attached note from the Chief Executive. 
 

 PAGE 
NUMBER 

WARD(S) 
AFFECTED 

3. UNRESTRICTED MINUTES  3 - 8  

 To confirm as a correct record of the proceedings the 
unrestricted minutes of the ordinary meeting of the Audit 
Committee held on 12th December 2011. 
 

  

4. UNRESTRICTED AUDIT COMMISSION  
REPORTS FOR CONSIDERATION  

  

4 .1 Audit Plan 2011/12 - Council Accounts   9 - 30  

4 .2 Audit Plan 2011/12 - Pensions Fund Accounts   31 - 48  

4 .3 Certification of claims and returns Annual Report - 
LBTH Audit 2010/11   

49 - 64  

5. UNRESTRICTED AUDIT COMMISSION  
REPORTS FOR CONSIDERATION  

  

5 .1 Quarterly Internal Audit Assurance Report   65 - 94  

5 .2 Annual Internal Audit Plan for 2012/13 Financial Year   95 - 148  

5 .3 Anti Fraud and Corruption Strategy and Proactive Anti 
Fraud Plan 2012-13   

149 - 274  

5 .4 Consultation on Social Housing Fraud   275 - 306  

5 .5 Treasury Management Investment Activity to 31st 
January 2012   

307 - 316  
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DECLARATIONS OF INTERESTS - NOTE FROM THE CHIEF EXECUTIVE 
 
 
This note is guidance only.  Members should consult the Council’s Code of Conduct for further 
details.  Note: Only Members can decide if they have an interest therefore they must make their 
own decision.  If in doubt as to the nature of an interest it is advisable to seek advice prior to 
attending at a meeting.   
 
Declaration of interests for Members 
 
Where Members have a personal interest in any business of the authority as described in 
paragraph 4 of the Council’s Code of Conduct (contained in part 5 of the Council’s Constitution) 
then s/he must disclose this personal interest as in accordance with paragraph 5 of the Code.  
Members must disclose the existence and nature of the interest at the start of the meeting and 
certainly no later than the commencement of the item or where the interest becomes apparent.   
 
You have a personal interest in any business of your authority where it relates to or is likely to 
affect: 
 

(a) An interest that you must register 
 
(b) An interest that is not on the register, but where the well-being or financial position of you, 

members of your family, or people with whom you have a close association, is likely to be 
affected by the business of your authority more than it would affect the majority of 
inhabitants of the ward affected by the decision. 

 
Where a personal interest is declared a Member may stay and take part in the debate and 
decision on that item.   
 
What constitutes a prejudicial interest? - Please refer to paragraph 6 of the adopted Code of 
Conduct. 
 
Your personal interest will also be a prejudicial interest in a matter if (a), (b) and either (c) 
or (d) below apply:- 
 

(a) A member of the public, who knows the relevant facts, would reasonably think that your 
personal interests are so significant that it is likely to prejudice your judgment of the 
public interests; AND 

(b) The matter does not fall within one of the exempt categories of decision listed in 
paragraph 6.2 of the Code; AND EITHER   

(c) The matter affects your financial position or the financial interest of a body with which 
you are associated; or 

(d) The matter relates to the determination of a licensing or regulatory application 
 

The key points to remember if you have a prejudicial interest in a matter being discussed at a 
meeting:- 
 

i. You must declare that you have a prejudicial interest, and the nature of that interest, as 
soon as that interest becomes apparent to you; and  

 
ii. You must leave the room for the duration of consideration and decision on the item and 

not seek to influence the debate or decision unless (iv) below applies; and  

Agenda Item 2

Page 1



2 

 
D:\moderngov\Data\AgendaItemDocs\4\9\0\AI00030094\$bw25gnem.doc 
    

 
iii. You must not seek to improperly influence a decision in which you have a prejudicial 

interest.   
 

iv. If Members of the public are allowed to speak or make representations at the meeting, 
give evidence or answer questions about the matter, by statutory right or otherwise (e.g. 
planning or licensing committees), you can declare your prejudicial interest but make 
representations.  However, you must immediately leave the room once you have 
finished your representations and answered questions (if any).  You cannot remain in 
the meeting or in the public gallery during the debate or decision on the matter. 
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LONDON BOROUGH OF TOWER HAMLETS 
 

MINUTES OF THE AUDIT COMMITTEE 
 

HELD AT 7.00 P.M. ON MONDAY, 12 DECEMBER 2011 
 

ROOM M71 7TH FLOOR, TOWN HALL, MULBERRY PLACE, 5 CLOVE 
CRESCENT, LONDON, E14 2BG 

 
Members Present: 
 
Councillor Carlo Gibbs (Chair)  
Councillor Khales Uddin Ahmed  
Councillor Alibor Choudhury (Cabinet Member for Resources) 
Councillor Stephanie Eaton  
Councillor Denise Jones  
  
Other Councillors Present: 
Nil 
  

 
Officers Present: 
 
Jill Bell – Head of Legal Services (Environment), Legal 

Services 
Jenny Boyd – (Service Manager, Looked After Children) 
Paul Dudley – (Strategic Risk Adviser) 
Sally – Anne Eldridge – (Senior Audit  Manager, Audit Commission) 
Jon Hayes – (District Auditor, Audit Commission) 
Minesh Jani – (Service Head, Risk Management) 
Chris Naylor – (Corporate Director Resources) 
Tony Qayum – (Corporate Fraud Manager, Internal Audit, 

Resources) 
Steve Vinall – (Service Manager, Deloitte & Touche) 
Ian Williamson – (Head of Social Care Practice, Adult Mental 

Health) 
 

Alan Ingram – (Democratic Services) 
 
 

1. APOLOGIES FOR ABSENCE  
 
Apologies were submitted on behalf of Councillor David Edgar, who had 
attended but became unwell and had to leave before the meeting 
commenced. 
 

2. DECLARATIONS OF INTEREST  
 
No declarations of interest were made. 
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3. UNRESTRICTED MINUTES  
 
The Chair referred to the document that had been circulated as the response 
to the Audit Commission Fraud Briefing – Protecting the Public Purse – as 
requested under item 4 of the minutes, and indicated that this would be 
considered after agenda item 4.1 – “Annual Audit Letter”. 
 
RESOLVED 
 
That the minutes of the meeting of the Audit Committee held on 20th 
September 2011 be agreed as a correct record of the meeting, subject to the 
amendment of the title of Mr Alan Bryce to “Head of Counter Fraud Advisory 
Services” and the Chair be authorised to sign them accordingly. 
 
 

4. UNRESTRICTED AUDIT COMMISSION REPORTS FOR CONSIDERATION  
 
 

4.1 Annual Audit Letter - 2010/11  
 
Mr Jon Hayes, District Auditor, presented the Annual Letter from the Audit 
Commission, indicating that this comprised a summary of the findings from 
the 2010/11 audit.  He added that the document set out details of current and 
future challenges to the Council.  Due to enquiries received from the public, 
the Council would need to keep an overview regarding the publication of East 
End Life, in the light of the new Code of Practice on Publicity.  Mr Hayes also 
commented on the continuing process of externalisation of the Audit 
Commission and indicated that more details as to its future operation would 
be available next March.  The conclusion of the Audit Letter was that the 
Council had taken a positive and constructive approach to the 2010/11 audit. 
 
Following consideration by the Committee, Members raised questions relating 
to the matter of slippage in meeting the Whole of Government Accounts target 
date and the delivery of the IT systems upgrade.  Officers responded 
accordingly. 
 
RESOLVED 
 
That the report be noted. 
 
 
4.1a Response to the Audit Commission Fraud Briefing – Protecting the 
Public Purse 
  
At the request of the Chair, Mr Tony Qayum, Corporate Fraud Manager, 
introduced a supplementary report setting out a formal response to the 
recommendations of the Audit Commission on the matter of tackling fraud 
and, where appropriate, action points where improvements were considered 
appropriate. 
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Mr Qayum pointed out that 64 housing units had been recovered following 
investigation into sublet properties and it was planned to review Social care 
Personal Budgets to ensure risks of abuse were minimised. 
 
In response to questions from Members, Officers indicated that recruitment 
procedures made provision for verification of claimed qualifications and 
references, however more detailed investigations were under consideration; 
15 low level cases of procurement fraud had been identified but overall the 
Council compared very well with other Boroughs and there would be a report 
on best practices to a future meeting; despite successful prosecutions on Blue 
Badge misuse, it was considered that preventative work and support to the 
community was useful – a report would be submitted to a future meeting 
giving further details.  
 
RESOLVED 
 
That the report be noted.  
 

5. UNRESTRICTED TOWER HAMLETS REPORTS FOR CONSIDERATION  
 
 

5.1 Quarterly Internal Audit Assurance Report  
 
At the request of the Chair, Mr Minesh Jani, Head of Risk Management and 
Audit, introduced the report summarising the work of Internal Audit for the 
period September to November 2011.  In presenting the report, he added that 
a systems audit of the Mental Health Out of Hours Service (9 p.m. to 5 a.m.) 
had revealed that improvements were required to monitor performance and 
link the Team to the Corporate Plan. 
 
Mr Ian Williamson, Head of Social Care Practice, Adult Mental Health, 
indicated that procedures were now in place and, following a review of the 
service, he was confident that required duties would be met.  In response to 
questions from Members, he stated that: 

• The audit had been requested by Helen Taylor, former Head of 
Service. 

• Duplication of staffing arrangements was being addressed and 
efficiency measures were in train. 

• The Adult Mental Health service had been running for four years after 
separating from the Children’s service and the initial remit had been for 
cost effectiveness through merging of posts.  There had been a steep 
learning curve for staff over the first two years but no complaints had 
been made against the service and staff had won awards for their 
performance. 

 
Mr Jani then addressed Limited Assurance findings of service reviews, as 
contained in the report.  
 
He described the process for management of payments made under S.17 of 
the Children’s Act 1989 and referred to findings made following the review of 
the relevant service.   
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Ms Jenny Boyd, Service Manager, Looked After Children, stated that some of 
the recommendations made had already been accepted.  She explained 
some of the previous arrangements for issue of payments had resulted in 
overspend of some £110,000 but other procedures were now in place that 
improved monitoring and control of expenditure.   This also meant that basic 
accommodation was provided as required for families.  She responded to 
further queries from Members on the use of appropriate agencies and 
comparison with similar services in other Boroughs. 
 
Mr Jani commented on a further such review regarding the administrative and 
financial service of Stebon Primary School, where there had been key issues 
around governance and the Governing Body.  The Headteacher’s reply had 
confirmed all recommendations had been adopted and a further audit would 
be undertaken in February 2012. 
 
RESOLVED 
 
That the report and assurance opinion assigned to the systems reviewed be 
noted.  
 

5.2 Revised Internal Audit Plan for 2011/12  
 
Mr Minesh Jani, Head of Risk Management and Audit, introduced the report 
providing an update of audit activity planned for the current financial year and 
reflecting changes to the original internal audit plan as a result of changing 
priorities of the authority and resources available. 
 
He then responded to questions from Members relating to review of staff 
hospitality and gifts; use of agency staff and consultants; the contract 
arrangements for the Mela; sales of Council assets. 
 
Mr Jani undertook to inform Members further on proposals for vacant property 
disposals; criteria for lettings of community buildings; and any likely risk 
arising from interim appointments to top management posts. 
 
RESOLVED 
 
That the revised 2011/12 internal audit plan be endorsed as attached in 
Appendix 2 of the report.  
  
 

5.3 Progress on National Fraud Initiative 2010-11 and Anti Fraud Update  
 
Mr Tony Qayum, Corporate Fraud Manager, introduced the report giving an 
update of the National Fraud Initiative, together with an overview of anti fraud 
work undertaken during the past six months.  He added that the efforts of the 
Audit Service had reduced the number of matches received from the Audit 
Commission for investigation from 15.046 to 3,130.   
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A Corporate Fraud Team had been created bringing together disparate 
functions and it was intended to develop this service to minimise risks of fraud 
and impropriety to ensure the Council received optimum value.  It was 
intended to match the Team against the Audit Commission best value 
practices. 
 
Officers responded to questions from Members relating to recruitment checks 
(as previously discussed in the meeting); and procedures for 
detecting/preventing RTB fraud. 
 
Mr Minesh Jani confirmed that the Tenancy Fraud Team had won an award 
for “Going the Extra Mile” in their work on setting up relevant processes. 
 
RESOLVED 
 
That the report be noted with thanks. 
 

5.4 Annual Governance Statement for the 2010/11 Accounts Update  
 
The Committee considered the report of the Head of Risk Management and 
Audit detailing progress made in dealing with significant issues identified 
within the annual governance statement. 
 
RESOLVED 
 
That the report be noted. 
 

5.5 Update on Risk Management  
 
Mr Minesh Jani. Head of Risk management and Audit, presented the report 
an introduced Mr Paul Dudley, who had been appointed as Strategic Risk 
Adviser. 
 
Following discussion, it was – 
 
RESOLVED 
 
That the report be noted. 
 

5.6 Mid Year Review Report on 2011/12 Treasury Management and 
Investment Strategy  
 
In considering the report, Members referred to the fact that the Treasury 
Management and Investment Strategy had not been formally approved at 
Council on 8th December 2011 due to time constraints.  Mr Chris Naylor, 
Corporate Director, Resources, commented that as long as the Strategy could 
be approved before next financial year, savings would be achieved. 
 
Mr Naylor agreed to provide Members of the Committee with a reply to a 
Member’s query regarding the difference between the CLC original and 
revised estimates for 2011/12. 
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RESOLVED 
 
That the report be noted. 
 
 

5.7 Treasury Management Activity for Period Ending 31 October 2011  
 
After consideration of the information on treasury management, it was – 
 
RESOLVED 
 
That the report be noted. 
 
 

 
 

The meeting ended at 9.00 p.m.  
 
 
 
 

Chair, Councillor Carlo Gibbs 
Audit Committee 
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c
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c
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REPORT TO: 

 

Audit Committee 
 

DATE 

 

20 March 2012 

CLASSIFICATION 

 

   

REPORT NO. 

 

5.1  

AGENDA NO. 

 

 
REPORT OF: 

 

Corporate Director, Resources  
 
ORIGINATING OFFICER(S): 
 

Minesh Jani, Head of Risk Management and 

Audit 
 

 
Quarterly Internal Audit Assurance 

Report 
 

 Ward(s) Affected: N/A 

 

 
 

1. SUMMARY 
 
1.1. This report summarises the work of Internal Audit for the period December 2011 

to February 2012. 
 

1.2. The report sets out the assurance rating of each audit finalised in the period and 
gives an overall assurance rating. The quarterly assurance report feeds into the 
annual internal audit opinion which will be produced at the end of the financial 
year.    

 
 

2. RECOMMENDATION 
 
2.1. The Audit Committee is asked to note the contents of this report and to take 

account of the assurance opinion assigned to the systems reviewed during the 
period.  

 
 
 
 
 

 

Agenda Item 5.1

Page 65



 

    

    

    

     
 
3. Background 
 
3.1. From April 2005, we have assigned each review one of four ratings, depending 

upon the level of our findings. The ratings we use are: - 
 

Assurance Definition  

Full 
There is a sound system of control designed to achieve 
the system objectives, and the controls are being 
consistently applied; 

Substantial 

While there is a basically sound system there are 
weaknesses which put some of the control objectives at 
risk or there is evidence that the level of non-compliance 
with some of the controls may put some of the system 
objectives at risk; 

Limited 
Weakness in the system of controls are such as to put the 
system objectives at risk or the level of non-compliance 
puts the system objectives at risk; 

Nil 

Control is generally weak leaving the system open to 
significant error or abuse, or significant non-compliance 
with basic controls leaves the system open to error or 
abuse. 

 
 
3.2. In addition, each review is also considered in terms of its significance to the 

authority in line with the previously agreed methodology. The significance of each 
auditable area is assigned, based on the following factors: -  

 

Significance Definition 

Extensive 
High Risk, High Impact area including Fundamental 
Financial Systems, Major Service activity, Scale of 
Service in excess of £5m.   

Moderate 
Medium impact, key systems and / or Scale of Service 
£1m- £5m. 

Low Low impact service area, Scale of Service below £1m.   

 
 
4. Overall Audit Opinion  
 
4.1. Overall, based on work performed in the year to date, I am able to give a 

substantial level of assurance over the systems and controls in place within the 
authority.  
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5. Overview of finalised audits  
 
5.1. Since the last Assurance Report that was presented to the Audit Committee in 

December 2011, 18 final reports have been issued. The findings of  these audits 
are presented as follows: 

Ø  The chart below summarises the assurance rating assigned by the level of 
significance of each report.  

Ø  Appendix 1 provides a list of the audits organised by assurance rating and 
significance. 

Ø  Appendix 2 provides a brief summary of each audit.  
 
5.2. Members are invited to consider the following: 

Ø  The overall level of assurance provided (para 5.3-5.5).  

Ø  The findings of individual reports. The Audit Committee may wish to focus on 
those with a higher level of significance and those assigned Nil or Limited 
assurance. These are clearly set out in Appendix 1.  

 
5.3. The chart ranks the overall adequacy and effectiveness of the controls in place. 

This assurance rating will feed into Internal Audit’s overall assessment of the 
adequacy of governance arrangements that is required as part of the Accounts 
and Audit Regulations 2003 and the CIPFA Code of Practice for Internal Audit in 
Local Government in the United Kingdom 2006. 

 
 

(Please refer to the table on the next page). 
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Chart 1  Analysis of Assurance Levels 
 

Assurance 

SUMMARY 

Full Substantial Limited Nil Total 
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- - - - - 

Total Numbers - 15 3 - 18 

Total % - 83% 17% - 100% 

 
 
 

5.4. From the table above it can be seen that all five finalised audits that focused on 
high risk or high value areas were assigned Substantial Assurance.  A further 
thirteen audits were of moderate significance and of these; ten were assigned 
Substantial Assurance and three, Limited Assurance.  

 
5.5. Overall, 83% of audits resulted in an adequate assurance (substantial or full). The 

remaining 17% of audits have an inadequate assurance rating (limited or nil).   
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6. Performance Indicators 
 
6.1. At the start of the year, three performance indicators were formulated to monitor 

the delivery of the Internal Audit service as part of the Chief Executive’s 
Monitoring process. The table below shows the actual and targets for each 
indicator for the period:-. 

 

Performance measure 
 

Target Actual 

Percentage of Audit Plan completed up 
to January 2012 

80% 76% 

Percentage of Priority 1 Audit 
Recommendations implemented by 
Auditees at six monthly follow up audit 
stage  

100% 
100% 

(4 out of 4) 

Percentage of Priority 2 Audit 
Recommendations implemented by 
Auditees at six monthly follow up audit 
stage 

95% 
88% 

(15 out of 17) 

 
 

The table above shows that the proportion of internal audit work completed to 
January 2012 is 76% against the target of 80%.  The proportion of audit plan 
delivered to January is 4% behind schedule. The audit plan was refreshed at the 
end of November 2011 and a number of audits originally scheduled to start in 
November and December 2011 have been cancelled.  Alternative audits are being 
booked and it is anticipated that the plan will be completed by March 2012.  

 
6.2. The percentage of priority 1 recommendations implemented at the follow up stage 

was 100%, whereas the percentage of priority 2 recommendations was 88%.  
Relevant Corporate Directors were sent copies of the final Follow Up audit 
reports.  Details of all priority 2 recommendations not implemented are set out in 
Appendix 3. The percentage of recommendations not implemented is significantly 
lower than previous quarters.  Further to the usual actions, meetings are being 
convened with key officers to seek assurances that agreed recommendations will 
be implemented promptly. 

 
 
7. Comments of the Chief Financial Officer 
 

7.1. These are contained within the body of this report. 
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8. Concurrent Report of the Assistant Chief Executive (Legal Services) 
 

8.1. There are no immediate legal implications arising from this report. 
 
 

9. One Tower Hamlets 
 
9.1. There are no specific one Tower Hamlets considerations. 

 
9.2. There are no specific Anti-Poverty issues arising from this report. 
 

  
10. Risk Management Implications 
 
10.1. This report highlights risks arising from weaknesses in controls that may expose 

the Council to unnecessary risk. This risks highlighted in this report require 
management responsible for the systems of control to take steps so that effective 
governance can be put in place to manage the authority’s exposure to risk. 

 
 
11. Sustainable Action for a Greener Environment (SAGE) 
 
11.1. There are no specific SAGE implications. 
 
 
 
 

Local Government Act, 1972 SECTION 100D (AS AMENDED) 

List of "Background Papers" used in the preparation of this report 
 

Brief description of "background papers"  Contact : 
 

N/A 

  

  

Minesh Jani, 0207 364 0738 
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Summary of Audits Undertaken           APPENDIX 1 

          

       
 

               APPENDIX 1 
 

 

Assurance level Significance Directorate Audit title 

LIMITED    

 Moderate Children, Schools and 
Families 

St Mary and St Michael Catholic Primary School 

 Moderate Children, Schools and 
Families 

St Luke’s Primary School 

 Moderate Children, Schools and 
Families 

John Scurr Primary School  

    

SUBSTANTIAL    

 Extensive Corporate Asset Management and Disposals 

 Extensive Corporate Control and Monitoring of Staff Hospitality and Gifts 

 Extensive Resources CHAPS Payments – Follow Up audit 

 Extensive Resources Cashiers 

 Extensive Resources/THH Housing Rents 

 Moderate Resources Civica Council Tax Application Audit 

 Moderate Communities, Localities 
and Culture 

Lifelong Learning  

P
age 71



Summary of Audits Undertaken           APPENDIX 1 

          

       
 

Assurance level Significance Directorate Audit title 

SUBSTANTIAL Moderate Adults, Health and 
Wellbeing Follow Up 

Quality Assurance Systems – Follow Up audit 

 Moderate Adults, Health and 
Wellbeing Follow Up 

Day Centres – Probity Audit 

 Moderate Children, Schools and 
Families 

St Saviours  Church of England Primary School  

 Moderate Children, Schools and 
Families 

St Peter’s   Primary School 

 Moderate Children, Schools and 
Families 

Holy Family Catholic   Primary School 

 Moderate Children, Schools and 
Families 

William Davis School  

 Moderate Children, Schools and 
Families 

Beatrice Tate Special School 

 Moderate Children, Schools and 
Families 

Hague Primary School 
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Summary of Audits Undertaken            APPENDIX 2 
Limited Assurance 
Title Date of 

Report 
Comments / Findings Scale of 

Service 
Assurance 

Level 

St Mary and St 
Michael Catholic 
Primary School  

Jan. 
2012 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school.  Our review 
showed that controls were adequate in updating the School Development Plan; 
control and monitoring of school bank accounts; accounting for income and 
expenditure; collecting and recording of income; personnel and payroll 
management; school meals; procurement; disaster recovery; risk management 
and insurance. The main weaknesses were as follows:- 

• The Scheme of Delegation has not been updated and does not include cheque 
signatories and their financial limits. 

• We established that terms of reference for the Standards Committee and the 
Equality and Cohesion Working Party have not been compiled. 

• The School Improvement Plan has not been discussed during the Governing 
Body meetings on a regular basis. 

• Budget statements were not routinely provided to budget holders.  Records to 
show how the school journeys had been costed were not retained and 
presented to the Finance & Premises Committee prior to the journey.  

• We established that there was no record of transfers of money between staff. 

• Review of five supply staff records identified that one of the invoices had not 
been signed by an authorised signatory.   

• The school inventory list was not up to date and the result of the full stock 
check was not presented to the Governing Body for approval. 

• The school fund objective statement has not been presented and approved by 
the Governing Body.  Whilst the school fund had been audited on 20 April 
2011, there was a lack of documentary evidence to show that the results of the 
review had been presented to the Governing Body 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Limited 
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Title Date of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

St Luke’s Primary 
School  

Jan. 
2012 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school. Controls were 
adequate in financial planning and budget monitoring; control and monitoring of 
the school’s bank accounts; accounting for income and expenditure; payroll 
management; school meals; IT infrastructure; risk management and insurance. 
The main weaknesses were as follows:- 

• The Financial Management & Delegation of Financial Authority document was 
not reviewed, updated, and approved by the Governing Body annually. In 
addition, the Charging Policy had not been reviewed by the Resource 
Committee or the Governing Body within the last 12 month; the Letting Policy 
within the last 18 months; and the Pay Policy since 1996.   

• We determined that terms of reference for the Resource Committee and 
Curriculum Committee had not been produced by the Governing Body. In 
addition, neither the Resource nor Curriculum Committee meetings held were 
minuted.  There were no business declarations for four of the governors. 

• Official order forms are not always completed.  Where they are raised, they are 
not always authorised by a signatory.  

• Records to show how the school journeys had been costed were not retained 
and presented to the Resource Committee prior to the journey. 

• The inventory records were not up to date and an annual inventory check had 
not been undertaken within the last 12 months. 

• The school lets its property to a single group during the week, although there is 
no current signed letting agreement. The Letting Policy has not been reviewed, 
updated, and approved by the Resources Committee or the Governing Body in 
the last 18 months. 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Limited 
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Title Date of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

John Scurr 
Primary School  

Jan. 
2012 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school. Controls were 
adequate in financial planning and budget monitoring; accounting for income and 
expenditure; procurement of goods; payroll management; school meals; IT 
infrastructure; risk management and insurance. The main weaknesses were as 
follows:- 

• The financial delegations within the school’s code of financial practice, scheme 
of delegation, and terms of references for the approval of expenditure, 
virements, disposal of assets, and write off of debts were inconsistent.  There 
were no business declarations for eight governors and one member of staff. 

• There was no evidence that Governing Body approved the School 
Development Plan relating to the 2010/11 and 2011/12 academic years. 
Minutes for some committees are not always recorded or signed-off by the 
chair.  

• The bank mandate for the school fund bank account was not up to date.   

• Official order forms are not always completed and authorised by the Head 
Teacher and invoices authorised by a delegated signatory. Receipt of goods / 
services had been checked was not always evidenced. 

• The school was unable to provide evidence to show how the previous school 
journey had been costed or that a summary account of costings of the 
previous journey having been presented to governors. 

• There was no evidence of the school having performed an inventory check in 
the last 12 months.  A number of items identified were not security marked and 
one item had been moved to a new location and the inventory not updated. 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Limited 
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Management Comments for Schools 
 

 
The Children, Schools and Families (CSF) Directorate have put the following systems and processes in place:-  

• Internal audit reports on schools are now a regular item on the DMT agenda for discussion.   

• Internal audit reports are used by CSF schools Finance team to feed into systems to determine schools requiring priority support. 

• Internal Audit assurance rating is used to target specific support to schools. 

In addition, necessary intervention is put in place by CSF Finance to assist and support schools in improving governance, financial 
management and control in specific areas of business activities.   . 

Comments:  

The schools have acted immediately and agreed to complete all actions within a defined timeframe. 

The schools and the governing bodies are  fully committed to the recommendations made in the Audit report by:  

• tracking all actions within the timeframe provided in the report, including evidence of actions taken where appropriate  

• confirming additional steps that the schools are planning to take in light of the audit findings and take immediate action in 
mitigating exposure to risks arising from weaknesses in the control environment 
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Substantial Assurance 
 

Title Date 
of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Asset 
Management and 
Disposals 
 

Feb. 
2012 

This audit examined the systems for managing the assets of the Council to ensure 
that its strategic objectives and priorities are being achieved including 
arrangements for controlling and accounting for disposal of assets.   
 
Our audit showed that the Council has an Asset Management Plan (AMP) which 
was approved by the Cabinet in February 2011. This is supported by documented 
procedures. The disposals procedure was developed in 2009 and officers are 
guided by the protocol which governs the sale of properties declared surplus 
following an assessment. We noted that the Council’s property and land assets 
are subject to regular review.  Options appraisal and external valuation is 
obtained for each asset disposal.  Members receive regular reports on progress of 
disposals and Cabinet approves all asset disposals.   
 

However, we have recommended that controls over the receipt, opening, 
recording and evaluating of all offers received should be strengthened and that 
compliance with the approved protocol should be monitored by the Service Head. 

 All findings and recommendations were agreed with the Service Head, Corporate 
Property and Final report was issued to the Acting Corporate Director, D&R. 

Extensive Substantial 
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Title Date 
of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Control and 
Monitoring of 
Staff Hospitality 

Jan. 
2012 

The objective of this audit was to provide assurance that the Council’s procedures 
for accepting hospitalities and gifts were sound and being complied with. 
 
Our review showed that Hospitality Procedure was revised in March 2011 and 
included definition of hospitalities, gifts, benefits and bribes.  The procedure sets 
out the required standards, administration and management review 
arrangements.  The procedure is supported by other corporate documents such 
as the Employees Code of Conduct and Financial Instructions. All these 
documents are available to staff on the intranet. 
 
Our findings indicate considerable improvement in the arrangements for dealing 
with hospitality, from our testing of 63 Staff Hospitality Register forms. Testing 
showed that hospitality records were either maintained by Corporate Directors’ 
Personal Assistants or a Business Manager. With the enactment of the Bribery 
Act, we recommended that regular reminders be sent to staff advising them of 
their obligations with regards to staff hospitality, gifts and benefits and the 
principle of not accepting any gifts should be clearly communicated. 
 
All findings and recommendations were agreed with the Service Head HR&WD 
as regards setting of policy and procedure, and with all Corporate Directors in 
terms of compliance with the Council’s governance in this area. The final report 
was issued to all Directorate nominated officers, Corporate Directors and the 
Monitoring Officer. 

Extensive  Substantial 
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Title Date 
of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

CHAPS 
Payments – 
Follow UP Audit 

Dec. 
2011 

This follow up audit showed good progress had been made in implementing 
recommendations raised in February 2011.  The follow up audit showed that both 
priority 1 recommendations raised had been implemented. Out of six priority 2 
recommendations, five had been progressed.  The one recommendation 
outstanding related to carrying out a risk assessment on key risks around 
processing of electronic payments at operational level.   
 
Our testing showed that since the previous audit, significant improvements in the 
systems and procedures that support the delivery and use of the CHAPS had 
been made.  Clear criteria were in place for making CHAPS payments and the 
volume of payments had reduced significantly.  All payment requests had been 
certified properly and had been supported by adequate evidence.  A system was 
in place to reconcile CHAPS payments recorded in the Daily Diary with the 
Council’s General Ledger system.  Monthly reconciliations between payments 
made on the FD system and the GL system were being carried out and had been 
signed off by the Chief Financial Strategy Officer.  Our testing also showed that 
since June 2011, journals were carried out within 1 day of payment on average.  
 
The one recommendation outstanding related to carrying out a risk assessment 
on key risks around processing of electronic payments at operational level.  Once 
the risks are assessed, the associated controls should be identified and regularly 
tested and monitored.   
 
The findings and recommendations were agreed with the Chief Financial Officer 
and the final report was issued to the Corporate Director, Resources. 
 

Extensive Substantial 
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Title Date of 

Report 
Comments / Findings Scale of 

Service 
Assurance 

Level 

Cashiers  Dec. 
2011 

The purpose of this audit was to provide assurance to management as to whether 
the systems of control over the Cashiers functions are sound, secure and 
adequate. 

We noted that the Cashier procedures are subject to annual review and are 
updated on an ongoing basis. Income received is accurately recorded and passed 
on for cash collection and banking. Effective controls to support the prompt 
recording of transactions on the cash receipting system are maintained. 
Reconciliations between the records held on the cash receipting system including 
the imprest account and the general ledger are undertaken on a monthly basis, 
and the reconciliations are subject to formal sign off and independent review. 
Daily cash collection arrangements are undertaken to help ensure that the 
Cashier Office complies with the insurance limit for which they are covered. 
Appropriate security arrangements are in place surrounding the Cashier Office.    

We raised recommendations in relation to the following findings: - 

• The Cashier Office does not maintain an up to date authorised signatory list.  
There were two cashiers on the float signatories list that had since left the 
Cashier Office; 

• Testing of a sample of 20 cash-up, reports are not always signed off as 
checked by another Cashier officer; and 

• Information was not processed onto the Cash & Deposit spreadsheet in a 
timely manner which the Chief Cashier informed advised was due to time 
constraints. 

 

The findings and recommendations were agreed with the Chief Cashier and 
Payments Manager and the final report was issued to the Corporate Director, 
Resources. 

High  Substantial  
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Title Date of 

Report 
Comments / Findings Scale of 

Service 
Assurance 

Level 

Housing Rents Dec. 
2011 

The purpose of this audit was to provide assurance to management as to whether 
the systems of control over the Housing Rents functions are sound, secure and 
adequate. 

The annual rent increase for 2011/12 was applied and checked for accuracy. 
There are effective processes in place to monitor credits posted to the rents 
module and for allocating them to relevant rent accounts. In addition, items in the 
suspense account are cleared on a regular basis. Reconciliations are performed 
between the rents module, housing benefit module and the general ledger with all 
reconciliations since April 2011 have been completed in a timely manner, 
independently reviewed and discrepancies resolved following investigation.  

Effective processes are in place to ensure that all housing benefit receipts that are 
due to Tower Hamlets Homes are received in a timely and accurate manner.  
Housing benefit is applied and recorded accurately on housing rent accounts.  
Monitoring processes are in place over rent arrears and write-offs were applied in 
line with procedures with appropriate approval being obtained.  

Robust monitoring procedures in place for management to evaluate the 
effectiveness of performance over the housing rents function. 

We raised two recommendations: - 

• Testing identified that rent accounts are not always created in a timely manner, 
and notes detailing the reason for the delay were not posted in all instances; 
and 

• Access levels to the SX3 rents module found that access was not always 
consistent with officers’ job roles.  

The findings and recommendations were agreed with the Head of Rents and the 
final report was issued to the Director of Finance and Customer Services. 

High  Substantial  
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Title Date 
of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Civica Council 
Tax Application 
Audit 

Feb 
2012 

This audit was designed to provide assurance over the Civica Council Tax 
application used to manage and process Council Tax Billing, Valuation and 
Recovery and support the collection of Council Tax. In terms of data input, 
processing, output and interface controls, automated schedules, scripted tasks 
and reports have been set up on the system to perform checks, control totals and 
detailing income received to help ensure the accuracy and completeness of data 
entered onto the system. There is a support arrangement in place for the Civica 
system and a signed contractual agreement supported by a Service Level 
Agreement (SLA), license and support maintenance. 
 
We raised two recommendations:- 
 

• Users established on the Civica system should be reviewed to ensure that 
access is still required; and  
 

• Management should review the audit trail files, both 'Not audited' and 
'Audited' files with suppliers and ensure that file names are clear, 
identifiable and whether files require removal or additional files are 
required for audit logging 

 
The findings and recommendations were agreed with Interim Head of Revenue 
Services and a copy of the final report was issued to the Service Head- Customer 
Access and ICT and Corporate Director – Resources. 

 

Moderate Substantial 
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Title Date 
of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Lifelong Learning 
- Fees and 
Charges 
including delivery 
of the Skills 
Funding Agency 
(SFA) contract. 
 

Dec. 
2011 

This audit sought to provide assurance over the systems for reviewing, collecting, 
processing and administering fees and charges for Life Long services.   
 
The audit showed that systems and controls for collecting and banking income 
were adequate.  Testing of a sample of 50 cases showed that the actual charges 
levied were in line with the agreed scale of charges for the course applied for by 
the Learner.  Where courses were free of charge such as ESOL, we confirmed 
that no charge was levied in accordance with the Council’s policy.  The Idea Store 
Learning has comprehensive management information system which identifies, 
monitors and reports on delivery of the programme and areas of 
underperformance. 
 

In accordance with the Council’s Financial Regulations, Fees and Charges for 
Idea Store Learning courses were reviewed and Cabinet approved that fees and 
charges should not be increased.  The Cabinet report of 6th April 2011 identified 
that the levels of fees and charges were very low at £2.20 per hour compared to 
many other providers in London. The report also explained that due to the fixed 
level of contract with the SFA which did not protect the funding for the future 
levels of inflation, there was a risk that the rising cost of the programme in view of 
fees and charges not being increased for more than two years.   

All findings and recommendations were agreed with the Service Head, Culture 
and final report was issued to the Corporate Director, CLC. 

 

Moderate Substantial 
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Title Date 
of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Quality 
Assurance 
Systems 
 
Follow Up Audit 
 
 

Feb. 
2012 

This review followed up on the recommendations raised in our audit of the Quality 
Assurance systems. 
 

Our testing showed that out of 11 recommendations followed up, two priority 1 
recommendations were being progressed.  Of the remaining nine priority 2 
recommendations, one was fully implemented and eight were at various stages of 
implementation.   

Since the original audit, both the Quality Board and the Performance Board have 
been integrated into one Quality & Performance Board as recommended by Audit.  
We also noted that the Case Record Audit tool was being reviewed currently as 
part of a project which was initiated in August 2011.  From our review we have 
found that the Directorate has clear governance framework for Quality Assurance 
at strategic and operational levels.  We have raised one recommendation to 
ensure that once signed-off by the DMT, the proposed work on the review of 
strategies, policies, plans, procedures and protocols should be action planned and 
monitored and progress reported to the DMT on a regular basis. 

All findings and recommendations were agreed with the Service Head - Adults 
Social Care and final report was issued to the Corporate Director, Adults Heath 
Wellbeing. 

 

Moderate Substantial 
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Title Date 
of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Poplar, Russia 
Lane and Somali 
Day Centres – 
Probity Audit 
 
 

Feb. 
2012 

The objective of audit visits to the three Day Centres was to carry out a probity 
audit over the management of cash income, petty cash accounts, ordering and 
paying for goods and services, staffing, inventory control, H&S matters and 
catering. 

Our testing showed that in general, adequate procedures were in place.  
However, further improvements needed to be made for income control, petty cash 
control and inventory control.  H&S inspections had been undertaken in all 
centres, but an action plan needed to be prepared to ensure that all 
recommendations from health and safety inspections and surveys like asbestos 
and water installation inspections are prioritised for action to manage H&S risks 
effectively. 

All findings and recommendations were agreed with the Service Manager – 
Reablement and Resources and Final reports were issued to Service Head – 
Adults Social Care and Corporate Director, Adults Heath Wellbeing. 

Moderate Substantial 
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Title Date of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

St Saviours  
Church of 
England Primary 
School  

Feb. 
2012 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school.  Our review 
showed that the school has a full Governing Body and retains minutes of the 
meetings.  Controls were adequate in updating the School Development Plan; 
control and monitoring of school bank accounts; accounting for income and 
expenditure; collecting and recording of income; personnel and payroll 
management; school meals; procurement; disaster recovery; risk management 
and insurance. The main weaknesses were as follows:- 

• The school does not currently have a Finance Committee (or one specifically 
responsible for finance issues) with approved terms of reference. Declarations 
of interest were not held for two Governors. Minutes are not taken at the 
Personnel Committee meeting; 

• Budget statements are not routinely provided to budget holders and no 
evidence is retained that material variances are queried or action taken. 
Purchas orders are not always raised; 

• Petty cash vouchers are not always fully completed and/or signed by the cash 
recipient. In addition, there is no independent check undertaken of petty cash 
vouchers or the float. Copies of receipts in respect of cash received by the 
school are not retained; 

• A new starter reference was not received, although a condition of employment 
as the individual was known to the school; 

• The school fund is audited by the Bursar of Lansbury Lawrence Primary 
School (under a reciprocal arrangement) which does not provide a full degree 
of segregation. Furthermore the audit results are not presented to Governors 
at committee meetings; and 

• The results of the annual inventory check had not been presented to the 
Governing Body. 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Substantial 
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Title Date of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

St Peter’s   
Primary School  

Feb. 
2012 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school.  Our review 
showed that controls were adequate in updating the Code of Practice and 
Scheme of Delegation; School Development Plan; control and monitoring of 
school bank accounts; accounting for income and expenditure; collecting and 
recording of income; personnel and payroll management; school meals; 
procurement; disaster recovery; risk management and insurance. The main 
weaknesses were as follows:- 

• Examination of the School Development Plan revealed that there was a lack of 
cohesion between the resource requirements to meet the objectives detailed in 
the School Development Plan and the approved budget plan; 

• Leaver forms or resignation letters are not always retained on file; 

• Results of the inventory check had not been presented to the Governing Body; 
and 

• Where equipment is loaned out, it was not recorded on the inventory. 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Substantial 
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Title Date of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Holy Family 
Catholic   
Primary School  

Jan. 
2012 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school.  Our review 
showed that controls were adequate in updating the Code of Practice and 
Scheme of Delegation; School Improvement Plan; control and monitoring of 
school bank accounts; accounting for income and expenditure; collecting and 
recording of income; school meals; procurement; personnel and payroll 
management; disaster recovery; risk management and insurance. The main 
weaknesses were as follows:- 

• Declarations of interest had not been obtained from two Governors; 

• Records to show how the school journeys had been costed were not retained 
and presented to the Holy Family Committee prior to the journey; 

• Inventory records were not up to date.  In addition, there was no evidence of 
the school having performed a full inventory check within the last 12 months; 
and 

• Staff were not asked to sign an acceptable use policy where equipment was 
loaned to them and therefore their responsibilities and liability were not clearly 
explained. 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Substantial 
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Title Date of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

William Davis 
School  

Oct. 
2011 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school.  Our review 
showed that controls were adequate in updating the Code of Practice and 
Scheme of Delegation; School Development Plan; control and monitoring of 
school bank accounts; accounting for income and expenditure; collecting and 
recording of income; procurement; school meals; personnel and payroll 
management; disaster recovery; risk management and insurance. The main 
weaknesses were as follows:- 

• The School Fund account has not been audited for three years; due to the 
school having difficulty finding someone suitable to do this who is sufficiently 
independent to the school. Approximately £2k per annum is passed through 
the account; 

• Inventory records are not completely up to date as a result of issues whilst 
updating the records.  Assets were identified that are not on the records; 

• Passwords to the school’s IT systems are not changed on a regular basis; and 

• Whilst budget virements were discussed at the Finance Committee, not all 
virements made by the school were clearly minuted as being reported to the 
full Governing Body. 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Substantial 
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Title Date of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Beatrice  Tate 
Special School  

Dec. 
2011 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school.  Our review 
showed that controls were adequate in relation to the Scheme of Delegation; 
School Development Plan; control and monitoring of school bank accounts; 
accounting for income and expenditure; collecting and recording of income; 
personnel and payroll management; disaster recovery; risk management and 
insurance. The main weaknesses were as follows:- 

• The Code of Financial Practice document is currently not up to date.  
Authorised signatories as per the bank mandate are not included and we also 
established that authorisation of virement limits for the Head Teacher needs to 
be revised; 

• Examination of virements covering the last 12 months a number of instances 
with a value over £5,000 where there was no evidence that they had been 
approved by the Chair of Governors in addition to the Head Teacher; 

• Official orders are on occasions being raised retrospectively following receipt 
of the goods/services; 

• The School Pay Policy did not include a version control and it was unclear 
through our examination of minutes whether the Policy had been approved by 
the full Governing Body; and 

• The results of the annual stock check had not been presented to the 
Governing Body. 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Substantial 
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Title Date of 
Report 

Comments / Findings Scale of 
Service 

Assurance 
Level 

Hague Primary 
School  

Dec. 
2011 

The audit was designed to ensure that there were adequate and effective controls 
over the administration and financial management of the school.  Our review 
showed that controls were adequate in updating the Code of Practice and 
Scheme of Delegation; School Development Plan; control and monitoring of 
school bank accounts; accounting for income and expenditure; recording of 
income; personnel and payroll management; school meals administration; 
disaster recovery; risk management and insurance. The main weaknesses were 
as follows:- 

• There was no evidence that the Financial Management Code of Practice, 
which incorporates the Scheme of Delegation, had been formally approved by 
the Governing Body within the last 12 months.  The Scheme of Delegation for 
the school’s Finance, Personnel, and Premises Committee did not include 
upper financial limits in relation to the purchasing of goods and services; 

• There was no evidence that the School’s Development and Improvement Plan 
had been approved by the full Governing Body; 

• There was no evidence to show that the school had obtained alternative 
quotations prior to entering into a photocopier contract in May 2010 totalling 
£10,220; and 

• Transfer of school trip money from the class teachers to the Office Manager is 
not being signed for by both parties. 

All findings and recommendations were agreed with the Head Teacher and 
reported to the Chair of Governors and the Corporate Director - Children, Schools 
and Families. 

Moderate  Substantial 
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                 APPENDIX 3 

                
 

Follow Up Audits – List of Priority 2 Recommendation still to be Implemented 

 
 

Audit Subject Recommendation  Service Head Officer Name 
CHAPS Payments 

An exercise should be undertaken to identify and assess key risks around 
processing of electronic payments at operational level.  Once the risks are 
assessed, the associated controls should be identified and regularly tested and 
monitored. 

 

Peter Hayday Oladapo 
Shonola 

Quality Assurance 
Systems 
 

Once signed-off by the DMT, the proposed work on the review of strategies, 
policies, plans, procedures and protocols should be action planned and 
monitored and progress reported to the DMT on a regular basis. 
 
 

Katharine Marks Karen Sugars 
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REPORT TO: 

 

Audit Committee 
 

DATE 

 

20 March 2012 

CLASSIFICATION 

 

   

REPORT NO. 

 

AGENDA NO. 

 

5.2  

 

 
REPORT OF: 

 

Corporate Director, Resources  

 
ORIGINATING OFFICER(S): 
 

Minesh Jani, Head of Risk Management and 

Audit 

 

 
Annual Internal Audit Plan for 

2012/13 Financial Year 
 

 Ward(s) Affected: N/A 

 

 

 

 

1. Introduction  
 
1.1 This report presents the proposed Annual Internal Audit Plan for 2012/13. 

The plan was compiled using the Internal Audit Strategy approved by the 
Audit Committee in December 2010 and endorsed each year thereafter 
as part of the annual planning process.  

 
1.2 The internal audit strategy details the methodology for developing the 

annual audit plan and sets out the role of internal audit and the process 
by which to direct the work of audit. The first step in this methodology is to 
obtain information about the population from which audit activity is to be 
selected. This was achieved by consulting with key officers, reviewing the 
authority’s corporate plan and risk registers and meeting with external 
audit. By gathering information and assessing the risks affecting each 
auditable system, resources have been directed at those areas with the 
highest risk significance. Details of the strategy are attached at Appendix 
2 for information. 
 

2. Recommendation 
 
2.1 That the Audit Committee endorse the Annual Internal Audit Plan for 

2012/13 (Appendix 1) and the accompanying internal audit strategy. 
 

 

Agenda Item 5.2
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3. Background / Methodology 
 

3.1 The methodology for developing the Internal Audit Plan focuses upon the 
quantification of the risks associated with achieving corporate and 
departmental objectives. 

 
3.2 This process uses four assessment categories to produce a risk index for 

each auditable area. The auditable area is scored in each category using 
assessment criteria to gauge the degree of risk or materiality associated 
with the particular area. The table below summarises the four assessment 
categories and what each is intended to measure. 
 

Assessment Category Measure 

A Corporate Importance – Objectives/Priorities Corporate materiality 

B Corporate Sensitivity – Impact Reputational materiality 

C Inherent Risk Inherent vulnerability 

D Control Risk Control effectiveness 

 

3.3 Following this assessment, those systems with the highest score were 
added to the audit plan based on the resources available. In addition to 
the above assessment, auditable areas that have a medium or low score, 
but in order to support the work of external audit or to provide assurance 
to key officers, also feature in this audit plan. These include areas such as 
the reviews of key financial systems, governance arrangements, grant 
audits, cash income and regularity/probity audits.   
 
Resources 
 

3.4 The table below shows how provisionally the plan will be resourced 
between the in-house staff and our strategic internal audit partner, 
Deloittes through the L.B of Croydon Framework Agreement. 

 
 

Audit Resources 2011/11 Days Days 

Deloittes Core Audit 315  

 Computer Audit 80  

     395 

    

In-house 4 auditors @ 195 days pp 780  

 Management 150    930 

TOTAL   1,325 

PLAN TOTAL   1,325 
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 Annual Audit Plan 
 
3.5 Appendix 1 shows the annual audit plan and provides a brief summary of 

the scope of each review. The plan also shows the significance of the 
systems (High, Medium or Low), and where relevant, the source of the 
auditable area and its link to the authority’s corporate priorities. For some 
audits, the precise scope and sample to be selected for testing will be 
decided nearer the time of the audit. 

 
3.6 In summary, for 2012/13, the Internal Audit Plan comprises of 1,325 days 

across all directorates.  In line with the established protocols, all changes 
to the agreed 2012/13 plan will be reported to the CMT and Audit 
Committee in December 2012. 

 
 

 Original plan 
2011/12 

Revised Plan 
2011/12 

Audit Plan 
2012/13 

Corporate systems        122 163   128 

Chief Executive’s          15   10     15 

Children, Schools and 
Families 

       164 170   197 

Communities, Localities and 
Culture 

         83 107     99 

Tower Hamlets Homes        133 131   135 

Development & Renewal          76   71   116 

Adult Health and Wellbeing          78   75     76 

Resources        191 200   224 

Contract audits          50   50 - 

Computer audit         91   91     80 

VFM audits         15   95 - 

Follow-up, management 
and reactive fraud provision 

      470 325   255 

Total      1,488       1,488 1,325 

 
 
4. Comments of the Chief Financial Officer 
 

4.1 These are contained within the body of this report. 
 
 

5. Concurrent Report of the Assistant Chief Executive (Legal Services) 
 

5.1 There are no immediate legal implications arising from this report. 
 
 

6. One Tower Hamlets 
 
6.1 There are no specific one Tower Hamlets considerations. 

 
6.2 There are no specific Anti-Poverty issues arising from this report. 
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7. Risk Management Implications 
 
7.1 This report seeks to profile the work of internal audit to focus on areas 

where the authority seeks assurance. 
 

 
8. Sustainable Action for a Greener Environment (SAGE) 
 
8.1 There are no specific SAGE implications. 
 
 
 
 

Local Government Act, 1972 SECTION 100D (AS AMENDED) 

List of "Background Papers" used in the preparation of this report
 

Brief description of "background papers"  Contact : 
 

N/A 

  

  

Minesh Jani, 0207 364 0738 
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D
 

C
o

n
tr

o
l 
R

is
k
 

C
o

n
tr

o
l 
e
ff

e
c
ti
v
e

n
e

s
s
 

  
T

h
e
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u

ll 
d

e
fi
n

it
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n
 f
o

r 
e
a

c
h

 c
a
te

g
o

ry
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n
d
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h

e
 s

c
o

ri
n

g
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ri
te

ri
a
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re

 d
e

s
c
ri
b

e
d
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e

lo
w

. 
 

A
s
s
e

s
s
m

e
n

t 
P

ro
c
e

s
s
 

 
A

s
s
e

s
s
m

e
n
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w
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s
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a
s
e
d
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n
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ro
fe
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n
a

l 
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d
g
e

m
e
n
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a
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r 

c
a
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l 
c
o

n
s
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e
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ti
o

n
 o

f 
th

e
 k

e
y
 r

is
k
s
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o
 t
h

e
 a

u
th

o
ri
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h

 t
h
e

 E
x
e

c
u

ti
v
e

 
D

ir
e

c
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 a

n
d
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th

e
r 

k
e
y
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ic

e
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a
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e

v
ie

w
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c
u
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e
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t 
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n

d
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re
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s
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d
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 p

la
n
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d
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s
s
u
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s
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a

c
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g
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h
e
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ri
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T
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e
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o
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w
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g
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p
s
 w
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o
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w

e
d
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n

 p
e
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o
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g
 t

h
e

 r
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k
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s
s
e

s
s
m

e
n

t:
 

S
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p
 

A
c
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o

n
 

1
 

S
e
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c
t 
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e
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y
s
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m
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n
d
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o
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o
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n
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o
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 t

o
 b

e
 r
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k
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s
e

d
, 
to

 e
n
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u

re
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 c
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r 
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d
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n
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m
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o
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n
d
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n

d
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g
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f 
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e
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n
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e
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w
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 c
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d
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c
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c
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c
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c
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 C
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 p
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 m
a

te
ri
a

lit
y
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 c
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c
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c
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R
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 C
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R
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c
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c
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 c
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h
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c
h
 a

u
d

it
a
b

le
 a

re
a

 i
s
, 

th
e

re
fo

re
, 
th
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h
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 l
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v
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h
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h
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R
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n
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d
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h
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 l
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d
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c
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o
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n
d

 g
ro

u
p
e

d
 a
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 p
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o

n
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 b
e
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o
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 p
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o
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 b
o

tt
o
m

 t
h
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d
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w
 p
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o
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    S
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o

re
 

R
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k
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e
p
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e

n
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 C
o
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ra
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a
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d
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r 
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e
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b
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c
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v
e
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O
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e

ra
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n
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R

is
k

 
E

x
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s

u
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F
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n

c
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R
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k
 E

x
p

o
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u
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e
g
lig
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a

c
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o

n
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c
h
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v
e

m
e

n
t 
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f 

s
e
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e
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b
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c
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v
e
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. 

T
h
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o
u

ld
 s
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ll 

b
e

 
a

c
h

ie
v
e

d
 w
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h
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in

im
u
m

 e
x
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a
 c

o
s
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o

r 
in

c
o

n
v
e

n
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n
c
e

. 

o
r 

M
in

o
r 
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c
o

n
v
e

n
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n
c
e

 
o
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U

n
d
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r 
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f 
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o

p
e

ra
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n

g
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n
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o
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e
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r 

n
e
t 
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s
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e
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. 
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c
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 p
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b
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h
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u
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m

p
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s
a
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n

g
 

a
c
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o

n
 b

e
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g
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a
k
e

n
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r 
re

a
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c
a
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o
n

 o
f 
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s
o

u
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e
s
. 

o
r 

D
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fi
c
u

lt
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o

 r
e

c
o

v
e
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o
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B
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e
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ra
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n
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s
e
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. 
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a

b
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h

ie
v
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e

rv
ic

e
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b
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c
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v
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u
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u

b
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a
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a
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d
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a
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o
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r 
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m

e
 d

e
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y
s
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a

d
v
e

rs
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e
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t 
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n

 
a

c
h
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v
e
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f 

n
a
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o
n
a
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e
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p

e
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a
n

c
e
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n

d
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a
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. 

o
r 

P
e

rm
a
n

e
n

t 
lo

s
s
 o

f 
d

a
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o

r 
B

e
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e
e
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n
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0
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f 

o
p

e
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n

g
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n
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o
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r 

n
e
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e
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. 
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U
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a

b
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c
h

ie
v
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e

rv
ic
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b
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c
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v
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s
u
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n
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n
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n
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v
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 i
m

p
a

c
t 
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e
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v
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u

c
h
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s
 c
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s
u
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c
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e
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. 

o
r 

U
n

a
b

le
 t
o

 r
e

s
to

re
 s

y
s
te

m
 

o
r 

B
e
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e

e
n
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n
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n

g
 i
n

c
o
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e
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. 
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a

b
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h
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v
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e
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b
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c
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b
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 f
u
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il 
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o
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o

ra
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b
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o
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o
r 
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n
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a
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a
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c
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ra
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A
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O
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C
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h
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e 
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d
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b
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 s
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o
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h
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r 
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 f
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h
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ec
t 
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 t
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n
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o
u
n
t 

th
e 
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n
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p
o
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m
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T

h
e 
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q
u
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p
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 d
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d
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n
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 p
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s 
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m
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e 
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 d
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b
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R
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R
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p
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d
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REPORT TO: 

 

Audit Committee 
 

DATE 

 

20 March 2012 

CLASSIFICATION 

 

   

REPORT NO. AGENDA NO. 

 
5.3  

 
REPORT OF: 

 

Corporate Director, Resources  
 
ORIGINATING OFFICER(S): 
 
Tony Qayum, Corporate Fraud Manager  

 

 
Anti Fraud and Corruption Strategy 
and Proactive Anti Fraud Plan 2012-13 
 

 Ward(s) Affected: N/A 

 

 
 
1. INTRODUCTION 
 

1.1 This report provides the Audit Committee with an updated Anti 
Fraud and Corruption Strategy and outlines a summary of the 
proposed Proactive Anti Fraud Plan for 2012-13. 

 
1.2 Local Authorities in the United Kingdom are required to maintain 

high standards of probity and have sound arrangements for 
protecting the public purse. Sound systems of public accountability 
are also vital for effective management and in maintaining public 
confidence. This minimisation of losses from fraud and corruption 
is essential for ensuring that resources are used for their intended 
purpose. 

 
1.3 The need for effective anti fraud work within local authorities has 

also been reflected by the Audit Commission, through the 
Protecting the Public Purse publications as well as the CIPFA 
Better Governance Forum. The requirements highlight the 
expectations around the framework local authorities have in place 
in respect of the prevention and detection of fraud. As such, it is 
imperative that the Council has adequate processes, skills and 
resources to support anti fraud and corruption activities.  

 

1.4 The work in terms of Anti Fraud will increase in 2012/13 following 
the creation of a Corporate Anti Fraud Team, which has brought 
together under one management structure the Housing Benefit 
Fraud Team, Social Housing Fraud unit, Parking Fraud team and 

the Corporate Fraud resource.  

 
2. RECOMMENDATIONS 
 

2.1 The Audit Committee is asked to note the contents of the report 
 and endorse the Corporate Anti Fraud Strategy. 

 

Agenda Item 5.3

Page 149



 
3. ANTI FRAUD AND CORRUPTION STRATEGY 
 

3.1 As part of our ongoing efforts to ensure the strategy and 
systems in place within the Council remain relevant and meet 
best practice the Anti Fraud and Corruption Strategy has been 
reviewed and attached at Appendix 1 is the revised strategy that 
picks up key changes resultant from new legislation and best 
practice as identified by CIPFA. Attached also is the Council’s 
Anti Money Laundering Policy and our response to the Bribery 
Act 2010. These are shown as Appendix 2 and 3 respectively 
and form key parts of our strategy for maintaining an Anti Fraud 
and Corruption response proportionate to our potential risk. 

 
3.2 The strategy is based upon the following key areas of coverage 

as outlined by the following key tests that were set by the CIPFA 
Publication- Protecting the Public Purse Red Book 2 which was 
issued in 2009 and new legislation including the Bribery Act 
2010 which came into force in July 2011. 

 
3.3 The following key tests from the Red Book 2 have been used to 

build and maintain the strategy:- 
 

3.3.1 Adopting the right strategy 
 

           Does the organisation have a counter fraud and corruption 
strategy that can be clearly linked to the effective policies and 
procedures in relation to identifying, reporting and investigating 
suspected fraudulent/corrupt activity are in place. 

 
3.3.2 Measuring Fraud and Corruption Losses 

 
 Are fraud and corruption risks considered as part of the 

organisation’s strategic risk management arrangements 
 

3.3.3 Creating and Maintaining a strong structure 
 

 Do those tasked with countering fraud and corruption have the 
appropriate authority needed to pursue their remit effectively, 
linked to the organisation’s counter fraud and corruption 
strategy. 

 
3.3.4 Taking action to tackle the problem 

 
  Is the organisation undertaking the full range of necessary 

action. 
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3.3.5 Defining Success 

 
   Relevant officers and Committees are made aware of 

investigations which may affect their Services. 
 
3.4 It is considered that by updating the Anti Fraud and Corruption 

Strategy in this way it will remain in compliance with best 
practice. 

 
4. ANNUAL CORPORATE ANTI FRAUD PLAN 2012/13 
 

4.1 This is the fifth year where we have provided a separate and 
specific plan for anti fraud work as previously it had been 
included within the Internal Audit Plan. This is to reflect the 
increasing priority of the service within the Resources 
Directorate and corporately.  

 
4.2 The overall aims and objectives of this plan reflect the Council’s 

Anti Fraud and Corruption Strategy. The key aims are to:  
 

• Highlight and promote the Council's commitment to stop 
fraud and corruption;  

• Document the roles and responsibilities of Members and 
officers in respect of fraud and corruption;  

• Detail the current Council activity in respect of the five key 
elements of the Strategy, namely, prevention, detection, 
investigation, sanctions, and deterrence; and 

• Demonstrate the Council has sound arrangements in place 
to receive and investigate allegations of breaches of proper 
standards of financial conduct and of fraud and corruption.  

 
4.3  The key drivers used to compile the corporate anti fraud plan for            

2012/13 has built on experience and takes account of the: - 
 

• Fraud Risk Register (maintained by the Corporate Fraud Team 
and responsive to both the organisations changing 
circumstances, the results of Internal Audit work and the Risk 
Environment); 

• Creation of a single Corporate Anti Fraud resource under one 
managerial structure; 

• Management requests and priorities; 

• Local Knowledge;  

• Joint working arrangements - external  (DWP, PCT, Police and 
other Local Authorities); 

• Resourcing the Government’s initiative to examine instances of 
un lawful sub letting of Social Landlord properties; 

• Joint Working arrangements – internal (payroll, pensions, 
parking services, benefits services, housing services; and 
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• Issues identified from planned audit work; 

• Good Practice checklists from the Audit Commissions- 
Protecting the Public Purse; 

• New government initiatives including the DWP Single Fraud 
Investigation Service and national Blue Badge scheme for 
disabled people; and 

• Emerging risk areas as identified from national research from 
the Audit Commission and National Fraud Authority. 

 
4.4 Our plan is attached as Appendix 4. The focus of the plan is to 

cover :- 
 

• Planned activities for Tower Hamlets Homes that will include 
pro active and reactive work and along with ongoing reviews 
of access to accommodation, including nominations, 
transfers, successions and management determinations; as 
part of the on-going work of the Social Housing Fraud 
resource 

 

• Continue management of the National Fraud Initiative 
process for the Authority, ensuring we meet our requirements 
under the Audit Commissions Code of Data Matching 
Practice and that the NFI  exercise is  appropriately 
resourced and finalised within prescribed deadlines;  

 

• Ensure that the work of those engaged in Anti Fraud work 
supports the Council’s Strategic Plan; 

 

• Work jointly internally and externally by maintaining  existing 
arrangements and developing better co-ordination; 

 

• Continue to lead on the Anti Fraud Forum which brings 
together all services within the Council and with the Police, 
UKBA and PCT responsible for enforcement and financial 
governance thus maximising opportunities to share 
intelligence and joint working. 

 

• Continue to provide anti fraud training and awareness to 
members and officers;  

 

• Continue to hold monthly meetings  with the Assistant Chief 
Executive (Legal Services) on Governance issues;  

 

• Ensure that appropriate training and development on ethical 
governance matters is rolled out to staff and members as 
appropriate; 

 

• Publicise all our successes; 
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• Ensure that all agreed timescales prescribed for the 
completion of investigation work are met and that all cases 
are adequately reported to senior management as part of our 
ongoing reporting procedures; and 

 

• Develop mechanisms for categorising and quantify fraud for 
more accurate reporting to enable better informed risk 
assessments. 

 
 

4.5 Social Housing Fraud Team – Key activities  
 

• to recover unlawfully let properties; 
 

• Jointly investigate Housing Benefit Fraud where the 
accommodation is un lawfully let; 

 

• Investigate and support THH on suspicious Assignments, 
successions and Mutual exchanges; 

 

• Investigate and support THH on suspicious Right to Buy’s 
where there may be unlawful letting issues; 

 

• Work with RP’s on un lawful lettings and assist in 
recovery of property for release to the Common Housing 
Register; 

 

• To attend Gas Servicing visits where access has not 
been made in order to ensure compliance with statutory 
duties and tenant conditions remain met; and 

 

• Participate in Pro active exercises with support from other 
enforcement agencies including the Police, UKBA etc. 

 
  

4.6 The Parking Fraud Team was transferred to Risk Management 
in February 2011 to undertake the day to day management and 
co-ordinate their work , the key activities, being 

 

• Investigation, recovery and prosecution of blue badge 
abuse; 

 

• Investigation, recovering and sanctions as appropriate on 
Parking permits (residents and business) and parking 
scratch cards abuse; 

 

• Investigate and support parking services on persistent 
offenders; 

 

Page 153



• Investigate and consider action as appropriate on abuse 
of parking meter income; and 

 

• Participate and support joint working exercises with the 
Police, Safer Neighbourhood teams and Anti Social 
Behaviour initiatives as required. 

 
 4.7 The Housing Benefit Fraud team transferred to Risk    

Management in July 2011 following a reorganisation of the 
arrangements for the management and investigation of 
allegations of Fraud, Corruption and Impropriety with the 
expectation that a Corporate Team would accrue a broader and 
collectively better response than maintaining individual teams all 
under different management arrangements and without a single 
focus.   

 
 4.8 The plan makes provision for the existing resource plus a buy in 

of circa 55 additional days from the Internal Audit plan to be 
utilised as emerging issues arise. 

 
  

4.9      The following table shows the Corporate Anti Fraud Team     
  Resources for 2012/13 and the resource required to complete 

the anti fraud work in 20012/13. 
 
 

Reactive resources Days 

Corporate Fraud Manager   70 

Senior Fraud Officer 150 

Allocation from Internal Audit Plan   55 

 275 

Housing Benefit Fraud Investigation  1170 

3 x Social Housing Fraud Officers   585 

2 x Parking Fraud Officers (one term time)    315 

 
 
 

5. Comments of the Chief Financial Officer 
 
5.1 These are contained within the body of this report. 
 
 
6. Concurrent Report of the Assistant Chief Executive (Legal 

Services) 
 
6.1 There are no immediate legal implications arising from this report. 
 
 
7. One Tower Hamlets 

Page 154



 
7.1 There are no specific one Tower Hamlets considerations. 

 
7.2 There are no specific Anti-Poverty issues arising from this report. 
 

  
8. Risk Management Implications 
 
8.1 The Council’s governance framework requires a strong anti fraud 

culture. This report seeks to promote this by putting in place 
appropriate strategy and fraud plan to prevent and detect fraud.  

 
 
9. Sustainable Action for a Greener Environment (SAGE) 
 
9.1 There are no specific SAGE implications. 
 
 
 
 

Local Government Act, 1972 SECTION 100D (AS AMENDED) 
List of "Background Papers" used in the preparation of this report 

 

Brief description of "background papers"  Contact : 
 
N/A 
  

  
Minesh Jani, 0207 364 0738 
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LONDON BOROUGH OF TOWER HAMLETS                        Appendix 1 

 

ANTI FRAUD AND CORRUPTION STRATEGY  

  

This document should be read in conjunction with the Council's Anti-money laundering and 

Anti-Bribery policy 

 

1 INTRODUCTION  

1.1 The London Borough of Tower Hamlets has a revenue and capital budget of almost £1 

billion and employs around 10,000 staff, inclusive of those employed within our 

schools. It works with an extensive number of partners including the third sector and 

private sector. The scale, complexity and profile of the Council puts it at potential risk 

to fraud and corruption, both from within & without. 

1.2 We are committed to making sure that the opportunity for fraud and corruption is 

reduced to the lowest possible risk. Where there is the possibility of fraud, corruption 

and other problems, we will deal with it in a firm and controlled manner. 

1.3 It is essential that the Council is able to prevent and detect fraud, thus ensuring that 

services are provided honestly and efficiently and Public funds are administered 

properly. The Anti Fraud and Corruption Strategy outlines the principles that the 

Council is committed to in preventing and reporting fraud and corruption. It should be 

noted that the scope of this document is concerned only with matters associated with 

potential cases of fraud and corruption and does not consider other matters of 

malpractice which are properly covered by other policies within the councils 

procedures. 

DEFINITIONS OF FRAUD AND CORRUPTION 

Fraud        "The intentional distortion of financial statements or other records by 

persons internal or external to the authority which is carried out to 

conceal the misappropriation of assets or otherwise for gain." 

 

Corruption  "The offering, giving, soliciting or acceptance of an inducement or 

reward which may influence the actions of any person." 
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2 BACKGROUND 

2.1 The Committee on Standards in Public Life, Chaired by Lord Nolan strengthened the 

need to have clear procedures for staff to raise concerns if they feel that malpractice has 

occurred.   

2.2 The Council expects all of its staff, partners and Members to comply with the seven 

principals of public life in all of its activities. These are  

Selflessness 

Holders of public office take decisions in terms of the public interest. They should not 

do so in order to gain financial or other material benefits for themselves, their family, or 

their friends. 

 

Integrity 

 

Holders of public office should not place themselves under any financial or other 

obligation to outside individuals or organisations that might influence them in their 

performance of the official duties. 

 

Objectivity 

 

In carrying out public business, including making public appointments, awarding 

contract, or recommending individuals for rewards and benefits, holders of public office 

should make choices on merit. 

 

Accountability 

 

Holders of public office are accountable for their decisions and actions to the public and 

must submit themselves to whatever scrutiny is appropriate to their office. 

 

Openness 

 

Holders of public office should be as open as possible about all the decisions and 

actions that they take. They should give reasons for their decisions and restrict 

information only when the wider public interest clearly demands. 
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Honesty 

 

Holders of public office have a duty to declare any private interests relating to their 

public duties to take steps to resolve any conflicts arising in a way that protects the 

public interest. 

 

Leadership 

 

Holders of public office should promote and support these principles by leadership and 

example. 

 

2.3 The council is committed to delivering an anti-fraud culture within the authority and 

among people and organisations that deal with it. It will attempt to raise the awareness 

of fraud, both within the authority, and in the community. It will encourage the 

reporting of suspected fraud and will take appropriate action when fraud, corruption or 

irregularity comes to light. 

2.4 The strategy set out in this document covers the following areas: 

• Legislative framework 

• The anti fraud environment 

• Preventing fraud and corruption 

• Detecting, investigating and recovery  

• Training and awareness 

2.5 This document should be read in conjunction with the Council's Anti-Money 

Laundering Policy and response to the Bribery Act 2010. 
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3 THE LEGISLATIVE FRAMEWORK 

3.1 Under the Local Government Act 1972 the Chief Financial Officer has a duty to ensure 

that there is an adequate process of Internal Audit to ensure the independent appraisal 

of the Councils systems of internal control, practices and systems. This requirement 

was further reinforced by the Accounts and Audit Regulations 2003.  

3.2 There is now a requirement for the annual accounts to include an annual governance 

statement l to be certified by the Chief Executive and Leader of the Council. 

3.3 From time to time there will be a need to examine allegations and incidents that may 

have regard to fraud, corruption or financial malpractice. 

3.4 In these circumstances the Council will ensure that any inquiry is legal, meets 

professional standards and that whistleblowers raising a genuine concern are afforded 

protection in accordance with the law. 

3.5 Relevant Legislation 

3.5.1 The following is an outline of some of the primary legislation that covers 

investigation of fraud and corruption:- 

• The Fraud Act 2006 

• The Theft Acts1968 and 1978 ( as amended) 

• Social Security Administration (Fraud) Act 1997 

• The Public Interest Disclosure Act 1998 

• The Bribery Act 2010 

• The Audit Commission Act 1998 

• Data Protection Act 1998 

• Human Rights Act 1998  

• Regulation of Investigatory Powers Act 2000 

• Proceeds of Crime Act 2002 

• Money Laundering Regulations 2007  

• The Identity Cards Act 2006 

 

3.5.2 Further information on a number of these can be found at Appendix 1. 
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4 THE ANTI- FRAUD ENVIRONMENT  

4.1 We expect all people and organisations that are in any way associated with the Council 

to be honest and fair in their dealings with us, our clients and customers. We expect our 

members and employees to lead by example in these matters. 

4.2 To support this we have a number of procedures and rules to make sure that our 

financial, working and organisational procedures are properly controlled. These are an 

important part of our internal control process, and it is important that all members and 

staff know about them. 

The most important of these are as follows: 

 

• Standing Orders 

• Financial Regulations 

• Code of Conduct for Employees 

• Code of Conduct for Members 

• Scheme of Delegation 

• Risk Management Strategy and Local Code of Corporate Governance 

• Anti money laundering policy 

 

4.3 Where regulations are breached the Council reserves the right to take formal action 

which may include ending their employment with the Council and civil and /or criminal 

proceedings being commenced. 

4.4 In the case of elected members the Council's Monitoring Officer will be responsible for 

reporting matters to the appropriate authority. 

4.5 We believe our members and employees have an important part to play in dealing with 

fraud and corruption and we will encourage our staff and members to report suspected 

fraud or corruption. 

4.6 Where money laundering is suspected, staff and members must follow the Suspicious 

Activity Reporting procedures set out in the Councils anti-money laundering policy. 

4.7 We will deal with all information fairly and confidentially. We will endeavour not to 

reveal the names of the people who gave us the information. Our Fraud Response Plan 

(Appendix 2) gives more advice on this issue. 
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4.8 We expect our Directors and Heads of Service to deal firmly and quickly with anyone 

who is responsible for fraud or corruption. The Chief Executive/Director of Resources 

in consultation with the Corporate Fraud Manager may refer matters to the police if 

there is suspicion of any criminal activity having taken place. 

4.9 The conduct of an investigation is a serious, expensive and disruptive business. 

Therefore where it is found that allegations are unfounded and vexatious or malicious, 

this will be taken very seriously and dealt with under the Council's disciplinary code. 
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5 PREVENTING FRAUD AND CORRUPTION 

5.1 The diversity and scope of the Councils business functions and services exposes the 

authority to the risk of fraud. We are committed to fighting fraud and corruption, 

whether attempted from inside or outside the authority. We will take appropriate action 

against the perpetrators. The council's strategy for fighting fraud and corruption is 

based on four cornerstone principles as follows: 

5.2 Anti fraud culture 

5.2.1 The council believes that the ongoing development of a culture of honesty and 

openness is a key element in tackling fraud. The council expects all elected 

members and employees to carry out their duties in accordance with 

appropriate legal requirements, internal codes of conduct including Human 

Resource Strategy guidance, procedures and regulations and to act at all times 

with honesty and probity in the discharge of their duties. The council expects 

that all outside individuals and organisations, including partners, suppliers, 

contractors and claimants will act towards the authority with honesty and 

integrity. 

5.2.2 Where IT systems are being utilised all parties are required to comply with the 

requirements of the Data Protection Act 1998, Acceptable Use Policy and the 

Computer Misuse Act 1990. 

5.3 Internal Controls   

5.3.1 The council has in place a framework of controls and procedures to deter 

fraud from taking place and detect it when it does. It is the responsibility of all 

members and employees to work within this framework. These controls 

include codes of practice, schemes of delegation, standing orders and 

financial regulations and a risk management strategy. 

5.4 Effective Action 

5.4.1 Corporate Directors and Service Heads will report all suspicions of fraud or 

corruption to the Corporate Fraud Manager via the Director of Resources/ 

Chief Executive in their respective roles of Head of Paid Services and Section 

151 officer. If elected members are suspected then the Chief 

Executive/Monitoring Officer will co-ordinate the investigation. Following 

investigation, the appropriate action will be taken which may include 
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disciplinary action, civil recovery and referral to the police. 

5.4.2 As set out in paragraph 4.6 above, where money laundering is suspected, the 

procedures set out in the Council's Anti-Money Laundering Policy will apply. 

This may entail making a report in appropriate cases to the Council's Anti-

money Laundering Reporting Officer (Tony Qayum). 

5.5 Publicity 

5.5.1 Where evidence of irregularity has been found and prosecuted all cases will 

be publicised through press articles etc. to maximise awareness and to act as a 

deterrent to others. 

6 DETECTING, INVESTIGATING AND RECOVERY 

6.1 This section should be read with our Fraud Response Plan (see Appendix 2) and also 

our Prosecution Policy (Appendix 4). 

6.2 The Council has robust processes designed to reduce the risk of fraud and corruption 

these include regular management review of systems and procedures to ensure 

compliance with financial control, a risk based Internal Audit review cycle, Risk 

Management review process and governance guides including Hospitality procedures 

and declarations of interests. 

6.3 Where appropriate and in accordance with the fraud response plan the Internal Audit 

Service will undertake formal investigations into fraud and corruption. The process 

utilised in undertaking an investigation is covered by established professional practice 

as prescribe by CIPFA and in compliance with the Councils Fraud Response Plan and 

legislative guidance. 

6.4 All cases referred either by the Whistle blowing telephone line or via an internal 

referral are formally risk assessed by the Corporate Fraud Manager and approval sought 

from the Head of Risk Management. Each case is then recorded for tracking on a 

database maintained by Internal Audit. It is important that transparency is maintained in 

all decision making and consequently there is a process verification and review of the 

basis elements of the enquiry throughout the audit/investigation process.  

(Whistleblowing process – see appendix 3) 
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6.5 It is important to note that the auditor receiving the complaint will not be the sole 

investigator of the enquiry, therefore ensuring the utmost independence is maintained 

during the currency of an investigation. 

6.6 Data Matching 

6.6.1 As a proactive commitment to the prevention and detection of fraud the 

Authority has actively participated in the National Fraud Initiative, which is a 

data matching exercise carried out by the Audit Commission under their 

powers within the Audit Commission Act 1998. This data match looks at wide 

variety of data sources and compares them to each other to identity potential 

fraud and irregularity. The potential fraud and irregularity areas include:- 

 

• Benefits 

• Payroll and Pensions 

• Creditors 

• Street Traders 

• Insurance 

• Private and Voluntary Adult Homes 

• Child Minders 

• Blue badge misuse 

 

6.6.2 In addition data matching is also carried out with the Benefit Agency 

(Department of Works and Pensions) and the Inland Revenue under their own 

statutory powers. 

 

6.6.3 Data matching is conducted within the requirements of the current Data 

Protection legislation, and the new Audit Commission protocols effective 

from 2006 and staff side consultation. 

6.7 Housing or Council Tax Benefit Fraud 

6.7.1 This Service is managed by the Corporate Fraud Team within the Resources  

Directorate.  

6.7.2 The framework for benefits related investigations and sanctions is contained 

within Appendix 4 
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6.7.3 Concerns regarding possible Housing or Council Tax Benefit Fraud, these can 

be reported using the Benefit Fraud Hotline on (0207 364 7443 – 24 hour 

answer phone service) or you can speak to a Benefit Investigator direct on 

0207 364 7425 or 7426 or 7442  

6.7.4 Other possible fraudulent activity include the following (see Appendix 5 for 

more details):- 

• Tenancy Fraud 

• Grants 

• Insurance Claims 

• Parking Permits including Blue Badge Scheme 

• Identity theft fraud 

• Protect yourself 

• Advance fee fraud 

 

7 TRAINING AND AWARENESS 

7.1 All staff in the authority will be trained in fraud awareness and anti-fraud and 

corruption procedures, and this training will be reinforced regularly. It is the 

responsibility of chief officers to ensure that staff are properly trained. The Director of 

Resources will provide advice and assistance in the provision of training in fraud 

awareness to staff. 

7.2 Future training will include ;- 

• Organised workshops will continue to be delivered during for 2012/13 

• Induction training to new Investigating Officers under the Council’s 

Disciplinary Code. 

• Departmental management team training 

• Regular on-line alerts and training 

• Multi media anti-fraud/anti-money laundering training 

 

8 CONCLUSION 

8.1 Tower Hamlets Council is committed to tackling fraud, corruption and money 

laundering whenever it happens. Our ongoing response relies heavily on the principles 

included in this document and our Anti-money laundering policy. 
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8.2 We will continue to review our processes and procedures to ensure these strategy 

documents remains effective and up to date following endorsement of the current 

approach by the Audit Panel and Standards Committee. 
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APPENDIX 1 

 

The Fraud Act 2006 

 

The Fraud Act 2006 came into effect on 15
th
 January 2007. It applies to England, Wales and Northern 

Ireland and is based on the recommendations of the Law Commission report “Fraud” published in 2002. 

 

The act replaces all the deception offences in the Theft Acts of 1968 and 1978 and replaces them with a 

single offence of Fraud as outlined in Section 1 of the act.  

 

The offence can be committed in three different ways thus- 

 

• False representation  (Section 2) 

• Failure to disclose  information when there is a legal duty to do so 

(Section 3) 

• Abuse of position (Section 4) 

 

The Act also creates new offences of possession (Section 6) and making or supplying articles for use in 

frauds (Section 7)  

 

The offence of fraudulent trading (Section 993 of the Companies Act 2006) will apply to sole traders 

(Section 9). 

 

Obtaining services by deception is replaced by a new offence of obtaining services dishonestly (Section 

11). 

 

Further information on this legislation can be found at http://www.opsi.gov.uk/acts.htm 

 

The Identity Card Act 2006 

 

The Identity Card Act 2006 defines what constitutes an identity document and includes  

• an ID card 

• a designated document 

• an immigration document 

• a UK passport 

• a passport issued by or on behalf of the authorities of a country or 
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territory outside the UK or by or on behalf of an international 

organisation 

• a document that can be used instead of a passport- for example a visa 

• a UK diving licence or a driving  licence issued by or on behalf of the 

authorities of a country or territory outside the United Kingdom 

 

Under this legislation it is an offence to hold a false Identity document. 

 

A person found guilty of this offence shall be liable, on conviction on indictment to imprisonment for a 

term not exceeding ten years or to a fine, or both.   

  

This legislation is evolving and guidance will be updated as it becomes clearer.  

 

The Proceeds of Crime Act 2002 

 

The Proceeds of Crime Act 2002 and Money Laundering Regulations 2007 place  

some important obligations upon professional advisers from a wide range of sectors, including Tax 

advisers, Accountants, Auditors, Insolvency Practitioners and Legal advisers. Such professionals who 

carry on relevant business are required to fulfil a range of obligations to prevent money laundering. In 

particular they are required to report their knowledge or suspicion of money laundering to the) Serious 

Organised Crime Agency (SOCA). This covers the proceeds of all crime including all acts of tax 

evasion and fraud. 

 

At Tower Hamlets we have followed the guidance of CIPFA and the Corporate Fraud Manager, Tony 

Qayum fulfils the role of Money Laundering reporting officer. There is a process and procedure for 

reporting concerns to SOCA and the Metropolitan Police via prescribed documentation. The areas most 

likely to be exposed to Money Laundering are physical cash, asset transactions and planning gain 

receipts. 

 

 If you have a concern regarding this you have a duty to report your concern to the Corporate Fraud 

Manager who will investigate the matter. 

 

Regulation of Investigatory Powers Act 2000 

 

To demonstrate the Councils commitment to open/ transparent government it has adopted the Home 

Office guidelines and documentation for Directed Surveillance and Covert Human Intelligence Sources- 
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Informants/ whistleblowers. This act was introduced in response to the Human Rights Act 1998 and the 

London Borough of Tower Hamlets is committed to maintaining its principles.   

 

The Office of Surveillance Commissioners (‘OSC’) are tasked with carrying out regular inspections of 

Law Enforcement Agencies to ensure compliance with the Regulation of Investigatory Powers Act 2000 

(‘RIPA’) in so far as directed surveillance and the use or conduct of a covert human intelligence source 

(‘CHIS’) is concerned.  As part of that implementation, the OSC advise that Law Enforcement Agencies 

develop a Corporate Policy.   As the Council is classed as a Law Enforcement Agency and in order to 

follow the OSC’s requirement as to a Corporate Policy, this Policy has been formulated and which came 

into effect from July 27
th
 2004.   

 

Section 6(1) of the Human Rights Act 1998 provides that it is unlawful for a public authority to act in a 

way that is incompatible with a Convention right. 

 

Article 8 of the European Convention of Human Rights provides: 

 

Everyone has the right to respect for his private and family life, his home and his correspondence. 

 

There shall be no interference by a public authority with the exercise of this right except such as is in 

accordance with the law and is necessary in a democratic society in the interests of national security, 

public safety or the economic well-being of the country, for the prevention of disorder or crime, for the 

protection of health or morals, or for the protection of the rights and freedoms of others. 

 

RIPA was introduced to ensure that surveillance and certain other intelligence gathering complies with 

the European Convention of Human Rights.  Specifically, Part II of RIPA provides a statutory 

framework that is compliant with the European Convention of Human Rights when using intrusive 

surveillance techniques and by introducing national standards that apply to the Police and other Law 

Enforcement Agencies. 

 

The Public Interest Disclosure Act 1998 

 

The Public Interest Disclosure Act 1998, which came into force in 1999, provides whistleblowers with 

statutory protection against dismissal and victimisation. The Act applies to people at work raising 

genuine concerns about crime, civil offences, miscarriage of justice, and danger to health and safety or 

the environment. It applies whether or not the information is confidential and extends to malpractice 

overseas.  

 

Page 170



 
 

The Act distinguishes between internal disclosures (a disclosure in good faith to a manager or the 

employer is protected if the whistleblower has reasonable suspicion that the malpractice has occurred or 

is likely to occur), regulatory disclosures and wider disclosures. Regulatory disclosures can be made 

in good faith to prescribed bodies such as the Health and Safety Executive, the Inland Revenue and the 

Financial Services Authority.  

 

Wider disclosures (e.g. to the police, the media, and MPs) are protected if, in addition to the tests for 

internal disclosures, they are reasonable in all the circumstances and they meet one of three conditions. 

Provided they are not made for personal gain these conditions are, that the whistleblower: 

 

• reasonably believed he would be victimised if he raised the matter internally or with a 

prescribed regulator;  

• reasonably believed a cover-up was likely and there was no prescribed regulator; or  

• had already raised the matter internally or with a prescribed regulator.  

 

For protection from victimisation to be afforded under the Public Interest Disclosure Act it is 

necessary in the first instance to consider the nature of the information revealed, and decide whether 

the disclosure is a 'qualifying disclosure' within Section 43(B) of the Employment Rights Act 1996.  

 

The question is whether the worker concerned honestly believes that the information revealed tends to 

show that there has been, or is, or is likely to be a relevant failure - past, present or future. 

 

The relevant failure may be:- 

 

(a) a criminal offence; 

(b) a failure to comply with any legal obligation; 

(c) a miscarriage of justice; 

(d) a danger to the health and safety of any person; 

 

Extract from Internet Report prepared by 'Public Concern at Work' 
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APPENDIX 2 

 

Fraud Response Plan 

 

As part of the Borough’s Anti Fraud and Corruption Strategy, it is best practice to have a Fraud 

Response Plan in place. The plan offers staff direction and help in dealing with matters of 

suspected Fraud and Corruption indicating responsibilities, and sources for guidance. 

 

Risk Management 

The Risk Management Service is usually the most appropriate unit to investigate suspected fraud. It is 

essential, therefore, that every case of suspected fraud is reported to the Corporate Fraud Manager. 

 

The Director of Resources will advise and decide on how an inquiry will be progressed and, in 

conjunction with the Chief Executive, whether external agents such as the Police need to be informed. 

 

Experienced Investigation staff will be assigned to manage fraud and/or corruption investigations. Such 

investigations by Risk Management will give due regard to Audit Commission Guidelines, Codes of 

Practice and relevant legislation. 

 

At the conclusion of the investigation, management of the service concerned will be informed as to the 

outcome together with recommendations as to proposed action. The Planned Audit Team will ensure 

that all recommendations agreed are fully implemented following an actual follow-up audit within six 

months of the conclusion of the investigation. This will therefore inform the risk based audit approach 

and the local/corporate risk registers. 

 

Reporting suspected Fraud and Corruption  

Staff are at the forefront in helping the authority to detect fraud. It is often members of staff who are the 

first to notice suspected cases of fraud and corruption. 

 

The authority encourages staff to report issues concerning fraud or corruption. Financial Regulations 

and the Officers Code of Conduct require staff to raise their concerns where irregularity is suspected. 

 

When the employee first uncovers a case of suspected fraud or corruption the action they initially take 

can often be vital to the success of any investigation that ensues. It is essential that their actions be in 

line with the guidance given in this document. 
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Guidance on ‘What to do’ when you suspect fraud and/or corruption are given in the Sections headed 

‘Action by Employees’ and that on ‘Action by Managers’ 

 

NB. Your suspected fraud and/or corruption matter should be reported to one of the following :- 

 

• Your Line Manager - (where appropriate) 

• Your Head of Service- (where appropriate) 

• Your Corporate Director- (where appropriate) 

• The Corporate Fraud Manager - Tony Qayum Ext. 4773 

• Corporate Fraud Team – Senior Fraud Officer – Sue Oakley Ext. 7423   

• Head Risk Management and Audit - Minesh Jani  Ext 0738 

• Monitoring Officer - Isabella Freeman Ext 4800 

• Director of Resources – Chris Naylor  Ext  4700 

• Via the Confidential Staff Whistleblowing Hotline on Freephone 0800 

528 0294 (See Whistleblowing process – Appendix 3) 

• Public Concern at Work- 020 7404 6576 

 

Action by employees 

Where fraud or corruption is suspected: 

 

• Write down your concerns immediately 

 

• Make a note of all relevant details e.g. telephone conversations, dates times, names, 

actions 

 

• Any notes or evidence in their possession, which supports what is being reported, must 

be kept intact and placed in a secure location 

 

• Report the matter immediately to either your line manager or your Service Head. If this is 

not possible/or appropriate due to your concerns potentially about your own service or 

line manager, it can be reported to the Risk Management Service (Tony Qayum on Ext. 

4773 email tony.qayum@towerhamlets.gov.uk or Sue Oakley Ext. on 7423 and email 

sue.oakley@towerhamlets.gov.uk). Alternatively, the Councils confidential Staff 

Whistleblowing telephone line can be used for this (0800 528 0294). Give that officer 

any notes you have made or any evidence that you have gathered. 
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• Do not tell anybody else about your suspicions 

 

• Be prepared to assist Internal Audit or any authorised body in any investigation 

 

• Do not attempt to carry out an investigation yourself as this may jeopardise any future 

enquiry and compromise your evidence 

 

• Where money laundering is suspected, follow the guidance set out in the Council's 

Anti-money laundering policy 

 

Please note that under no circumstances should a staff member speak to or write to representatives of 

the press, TV, radio or to another third party about a suspected fraud without the express authority of 

the Chief Executive. 

 

Suspicions of money laundering must not be discussed with any person save for the Council's Money 

Laundering Reporting Officer as set out in the Council's Anti-money laundering policy. 

 

It is paramount that officers do not act in a manner that may give rise to an action for slander or 

libel, or which may amount to an offence of "tipping-off" under the Proceeds of Crime Act 

2002.  

 

Action by Managers 

Where fraud or corruption is suspected: 

 

• Listen to the concerns raised by staff and treat every reported case seriously, sensitively 

and confidentially. Never give members of staff the impression that their well-meaning 

concerns are being treated with anything other than the utmost seriousness 

 

• All staff concerns should be given a fair hearing, along with reassurance that their report 

of such issues will not affect them adversely 

 

• Attempt to gain as much information as possible from the member of staff reporting the 

concern. This should include any notes or evidence in their possession, which supports 

what is being reported. Such evidence must be kept intact and placed in a secure location 
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• Assess whether the suspicions may have some foundation before taking the matter further 

 

• All suspected concerns involving suspected fraud and corruption must be reported in 

compliance with Financial Regulations to the Director of Resources or to the Corporate 

Fraud Manager and give that officer any notes or evidence that has been gathered 

 

• Be prepared to assist Internal Audit or any authorised body in any investigation 

 

• Do not attempt to carry out any investigation. 

 

• Where money laundering is suspected, follow the guidance in the Council's anti-

money laundering policy. 
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APPENDIX 3 

Whistleblowing Process 

 

The Public Interest Disclosure Act 1998 (see appendix A for further information) has enhanced the need 

for an Anti Fraud culture to be present in all Public Service environments.   This entails meaningful and 

accessible means for Staff, Members and Partners to raise concerns in confidence. 

 

The cornerstone of an Anti-Fraud and Corruption Strategy is a Whistleblowing facility which would 

enable staff, contractors, third sector and voluntary providers and Members  to raise concerns of a 

serious nature in confidence and with assurance that if the matters reported are well-founded they will 

be investigated without fear of comeback to the whistleblower 

 

The Council launched a confidential Whistleblowing telephone line in September 2000 and has 

regularly publicised this via articles in Pulling Together, the Councils Intranet and within the 

Authority's Corporate Governance arrangements, including the Authority’s Financial Regulations 

 

"Do you have a genuine concern about Unlawful or improper conduct by Council officers or 

councillors"? 

 

• If you do, we need to know about it 

 

• You are not a snitch, if you raise a genuine concern you will be helping the council 

 

• You will not be asked to prove your concern is true, only that it is honestly raised 

 

• You must have a concern about unlawful conduct for example possible abuse of authority 

or dishonest activity 

 

• Your concern should not be a grievance or complaint about services. These have different 

routes for redress 

 

• You should not raise malicious or false concerns 

 

• If you raise a genuine, but, unfounded concern, you will not be involved in any follow up 

action 
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• You can remain anonymous and be treated with strict confidence if you request  

 

A SUPPLEMENT NOT A SUBSTITUTE – THE USUAL CHANNELS FOR COMPLAINT 

It is important to note that the Whistleblowing strategy is not intended to replace any of the 

complaint/concern mechanisms already in place at Tower Hamlets. 

 

Anyone, including elected members, staff, service users, partners and members of the Public are 

encouraged to raise genuine complaints or matters of concern with the Council through existing 

procedures. 

 

Where an appropriate avenue exists people should use it.  The Whistleblowing procedure is designed to 

supplement, rather than replace the existing procedures wherever practicable.  These channels are: 

 

• The Councils Complaints Procedure  

• The Grievance Procedure 

• Line Management 

• The Housing Benefit Fraud Hotline (0207 364 7443) 

• The Council General Inquiry Hotline  (020 7364 2143) 

• The Audit Commission  

• Public Concern at Work  020 7404 6576 

 

Safeguards 

The Council recognises that a decision to “blow the Whistle” can be a difficult one to make.  This may 

be influenced by the fear of reprisal from those who may have perpetrated the alleged malpractice or 

from the organisation as a whole. 

 

The Council will not tolerate any victimisation and will take appropriate action to protect any 

person who raises a concern in good faith, including any necessary disciplinary action.   

 

Wherever possible, the Council will protect the anonymity of any member of staff who raises a concern 

and who does not want his/her name to be disclosed. 

 

However, this may not always be possible, as any investigation process may in itself reveal the source 

of information and a statement by the Whistleblower may be a necessary part of evidence, particularly 
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if it is thought the matter may lead to a criminal prosecution. 

 

The Council will protect individuals and the organisation from false, malicious and vexatious 

expressions of concern. If staff make an allegation in good faith, but it is not confirmed by the 

investigation, no action will be taken against them. If, however, individuals make malicious or 

vexatious allegations, disciplinary action may be considered and implemented. 

 

The Council will do its best to protect an individual’s identity when s/he raises a concern and does not 

want their name to be disclosed. It must be appreciated, however, that the investigation process may 

reveal the source of the information and a statement by the individual may be required as part of the 

evidence. The Council will try to ensure that the negative impact of either a false or unfounded 

allegation on any “accused” person is minimised.   This entails acting with the strictest independence 

and professional confidentiality. 

 

In determining if action to investigate will take place, the Council will consider the following:- 

 

• whether it is the Council’s business 

• the credibility of the concern  

• the seriousness of the issues raised 

• the likelihood of obtaining the necessary information 

• the experience of previous related reports 

 

Anonymous concerns will be investigated at the discretion of the Council 

 

The following chart shows how to get your concerns investigated, and takes you through the agreed 

procedures on how each concern is dealt with to ensure transparency and that it is being treated 

seriously. 

 

 

• I think a fraud or unlawful act may have 

been committed 

 

• What should I do? 

 

• Who should I contact? 

 

• Is it serious and well founded? 

• If Yes 

 

• You can raise your concerns  in confidence on the 

Whistleblowing Hot Line (or write to Tony Qayum –

Corporate Fraud Manager - 4
th
 Floor Mulberry Place) 
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• What will happen if I ring the Hotline • You will be asked for details of your concern 

 

 

• Will I have to give my name? • NO   

 

• So what will happen next? 

 

• Your concern will be given a reference number. You 

can call in 10 days to check progress 

 

• Who does anything about it? 

 

• A Registration Officer will take details of your call, 

and a professional investigator will review and 

classify it. 

 

• A register of all calls will be kept, and the 

Registration Officer will report this to the Chief 

Executive 

 

A final decision will be made and if appropriate an 

independent confidential investigation will be carried out 

• Won't it just be covered up? 

 

• NO - there is independence between the Registration 

Officer and the Investigation Officer. The 

Investigation Officer is answerable to the Chief 

Executive, and the Chief Executive must ensure that 

justified action is reported back to the Registration 

Officer 

 

• . 

 

 

PLEASE CALL 0800 528 0294  if you have any concerns or would like further details of the process. 

Strict Confidentiality and Anonymity will be preserved if requested. 
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APPENDIX 4 

 

LONDON BOROUGH OF TOWER HAMLETS 

BENEFIT FRAUD ENFORCEMENT POLICY 

 

 

1) Background 

 

The Benefits service positively encourages the take up of Housing and Council Tax Benefit but 

acknowledges its responsibility to prevent and detect benefit fraud. 

 

Benefit offences are taken seriously by the Authority and it is our aim to apply prosecutions and 

sanctions in cases where such action is deemed appropriate. 

 

This policy is designed to provide a suitable framework to ensure a fair and consistent approach 

is applied for cases under consideration. 

 

2) Legislative framework 

 

The Authority has the power to prosecute offenders under Section 111A and 112 of the Social 

Security Administration Act 1992 which is generally the legislation most appropriate to benefit 

fraud offenders.  However other legislation such as the Theft Act 1968 may be used where 

appropriate. 

 

The Authority may apply sanctions in cases where prosecution is feasible, but is not the 

preferred option.  The available sanctions are: 

 

• Administrative Penalty – where a penalty fine of 30% of the fraudulently overpaid benefit 

can be applied.  The offender has the right to refuse to accept the penalty but the Authority 

should then proceed with prosecution action on the case.  Therefore the case must be of 

suitable quality for prosecution action from the outset. 

 

The legislation pertaining to Administrative Penalties is contained within Section 115A of the 

Social Security Administration Act 1992 (as amended by Section 15 of the Social Security 

(Fraud) Act 1997). 

 

• Formal Caution – an oral warning that is administered when a claimant has admitted to an 
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offence.  These are generally used in less serious cases where lower amounts of money are 

involved.   

 

The caution is offered in cases where the claimant has admitted the offence, and he/she has a 

choice in whether to accept or decline the caution.  If the caution is declined the Authority 

should proceed with prosecution action.  An accepted caution is recorded on the Department of 

Work and Pensions Central database and the record is kept for 5 years.  Prior to offering Formal 

Cautions or Administrative Penalties the Central Database is checked.  It would not be 

appropriate to issue more than one caution or penalty to an individual.  If the check shows they 

have accepted a caution or penalty previously the Authority should proceed with prosecution 

action against that individual. 

 

Both Administrative Penalties and Formal Cautions are offered in a special interview by an 

officer who has not dealt with the investigation of the case.  The format of the interview is fully 

proceduralised by the Department of Work and Pensions (DWP) to ensure clarity, fairness and 

consistency. 

 

3) Prosecution  

 

Prosecutions on benefit fraud cases are generally facilitated by the Councils Legal Section, but 

they may also be taken by the DWP or the Police where necessary, according to circumstances. 

 

4)      Suitability for Prosecution and Sanction Action 

 

Cases are scrutinised by the Investigations Manager for the suitability for prosecution or 

sanction action taking into account a number of factors. 

 

Primarily evidence and the public interest test are applied before further additional details of the 

case are taken into account.  Details of the considered criteria are given below: 

 

A) Sufficiency of evidence 

   

- Is there enough evidence to provide a realistic prospect of conviction? 

- Has the evidence been collected in an appropriate manner? 

- Can the evidence be used in court? 

- Is the evidence reliable? 

-  
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B) Public interest test 

 

Generally it must be seen to be in the public interest to prosecute.  Poor publicity surrounding 

an attempted prosecution can lead to criticism of the Authority.  Factors to be taken into 

account should include: 

 

- Whether there has been unnecessary delays in carrying out the investigation (i.e. 

unexplained lapses of time). 

- Whether the offender has any serious mental or physical health problems. 

- The age of the offender. 

- Whether the person has voluntarily disclosed the offence before the investigation 

discovered the fraud. 

- Whether a vulnerable person would be put at risk by a prosecution (i.e. an 

informant). 

 

C) Additional factors of the case 

 

A key consideration in the decision whether to prosecute is the level of dishonesty involved in 

the fraud.  An investigated case may result in a relatively large amount of overpaid benefit, but 

another with a lower amount of overpayment may present as more serious because of the level 

of knowledge and deception involved. 

 

Other factors taken into consideration are:   

 

-  Whether there is evidence of a previous instance of benefit fraud. 

 

-  Where the offender was in a position of trust (e.g. employee or councillor). 

 

- Where there is evidence of collusion (e.g. with landlord or employer) 

 

- Where the person has declined an Administrative Penalty or Caution. 

 

- Where Authorised Officer powers have been obstructed. 

 

- Where there are errors or flaws in the benefit assessment process. 
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The facts of the case are provided by the investigating officer in summary form at the end of the 

investigation following a taped Interview under Caution and calculation (by the Benefit Office) 

of any resulting overpayment.  

 

The Principal Investigation Officer heading the relevant team will evaluate the case and pass 

her/ his recommendations on to the Team Manager. 

 

 The Team Manager will consider all the available evidence and determine whether any further 

action will be appropriate on the case in terms of criminal prosecution action, Formal Caution 

or Administrative Penalty.  The above mentioned points are taken into consideration as are any 

serious social or personal factors that may have come to light during the investigation.  The 

amount of the benefit overpaid as a result of the perceived fraudulent activity is taken into 

consideration but is not a definitive measure of what action is to be taken on the case.   

 

The Authority aims to facilitate prosecution action on all cases where there is suitable evidence 

and supporting criteria.  The team has an officer dedicated to preparing the paperwork required 

and liasing with the Legal department to ensure optimum results are achieved when the case 

goes to court. 
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APPENDIX 5 

  

Concerns on the following can be reported via the Whistleblowing hotline and will be referred to the 

appropriate Service Head for investigation and action as necessary. 

 

Un lawful Subletting of Social Housing Property 

 

The council and its Registered Partners has a limited number of homes available to let and lettings are 

prioritised according to housing needs. Tenancy fraud involves obtaining properties by deception (for 

example, individuals claiming to be homeless when they already own a property or are already living at 

an address), or continuing to claim to be living at a property when they have moved out and sublet it.  

 

We have a duty to house certain vulnerable members of society (e.g. children), and are often forced to 

use bed and breakfast facilities due to a shortage of council housing. In addition, families or individuals 

on the housing waiting list are denied housing because people are using the council properties for profit 

or simply queue jumping. Fraudulently obtaining council housing or subletting for personal gain uses 

up precious resources that should be available to families in need. The Corporate Fraud Team has a 

dedicated resource to investigate allegations of Sub Letting and the team works with all Social Housing 

Landlords within the borough including Tower Hamlets Homes.  

If you have any information that suggests a tenanted property is being sub let please CALL 0800 528 

0294  if you have any concerns or would like further details of the process. Strict Confidentiality and 

Anonymity will be preserved if requested 

 

Grants 

 

The council awards several different grants to individuals and organisations in the borough. 

These range from house renovation grants to voluntary organisations providing services to the 

community. Grant fraud usually involves either making false claims in order to obtain a grant 

or providing false accounts of how the money is spent. 

 

Insurance claims 

 
The Council receives bogus insurance claims, particularly related to trips and falls on the pavement. 

This is a serious problem, which drains resources away from repairing and improving the highways 

themselves. 
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Parking permits including Blue Badge Scheme 

 
The council has designated many neighbourhoods as controlled parking zones, many requiring a 

parking permit which is only available to residents. Parking in certain areas of the borough is at a 

premium, which causes some motorists to use fake permits, other residents' permits, or may 

fraudulently use a resident's address to obtain a permit from us. This kind of fraud reduces the 

availability of parking for residents and reduces the revenue to the council. 

  

Identity theft/fraud 

 

Identity theft is the unlawful taking of another person's details without their permission. The 

information stolen can be used to obtain many financial services goods and other forms of identification 

i.e. passports and driving licenses. The information stolen can range from a copy of birth certificate to 

copies of discarded bank or credit card statements and utility bills. 

 

Once the criminals have copies of someone's identity they can embark on criminal activity in your name 

with the knowledge that any follow up investigations will not lead to them. With your details they can 

obtain documents that are in essence real but contain false information thus making it difficult for 

organisations to know who they really are dealing with.  

 

Protect yourself! 

 

Be careful with your personal information. If you receive a telephone call from a credit card company, 

bank or other retail company asking to confirm certain details about yourself decline them and ask to 

call them back preferably through a central switchboard. Also, do not reveal your personal details when 

using your mobile phone in a public place. When destroying personal correspondence such as bank and 

credit card statements consider a shredder or even burning them on the garden refuse. If you cannot do 

either then tear the papers up into very small pieces and place in the refuse bin with other waste 

products.  

 

If you move address remember to inform all of the companies that send personal information to you in 

the post. Always consider re-directing your post with Royal Mail. If you fail to do this people moving 

in might have free access to your personal details and misappropriate them. 

 

How do you know if are victim to this type of fraud? 
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• Are you missing your regular monthly statements? 

• Have you noticed charges to your accounts that are not yours? Remember to check all 

statements especially bank and credit card.  

• Being contacted by a debt collection agency about outstanding payments for items or 

services that you have not ordered.  

 

Protect yourself act quickly 

 

• Firstly do not ignore the problem it might not be you that has ordered some goods 

or opened an account but the debt falls to your name and address.  

• Once blacklisted for credit it may take many years to fully recover from the 

problem and you might have difficulties in obtaining a mortgage or other bank 

credit.  

• Contact your local Police, report the crime and ask for a crime reference number to 

quote to the companies that allege that you have opened an account with them. 

 

Check out the Home Office identity theft website at www.identity-theft.org.uk for more information 

 

Advance fee fraud 

 

Advance fee fraud is a popular crime, which involves a myriad of schemes and scams - mail, faxed, and 

telephone promises designed to facilitate victims parting with money. They usually claim to be from a 

general or politician in a foreign country who has a large sum of money (millions of pounds), which 

they wish to get out of a country, and need help in getting it out with the promise of a substantial share 

of the cash in return. If you receive correspondence of this sort report it to the police. Remember, if it 

seems too good to be true, it probably is! For further crime prevention advice, visit the BBC Crime 

Prevention website or the Home Office fraud prevention website 
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IT IS OUR POLICY TO ENSURE THAT THE COUNCIL AND ITS OFFICERS AND 

EMPLOYEES  ARE COMMITTED TO COMPLYING WITH ALL LEGISLATION AND 

APPROPRIATE GUIDANCE DESIGNED TO COMBAT MONEY LAUNDERING AND 

TERRORISM ACTIVITIES. 

 

1 THE SCOPE OF THIS POLICY 

1.1 This Policy applies to all officers and employees of London Borough of Tower Hamlets  

(the Council).  The Policy sets out the procedures that must be followed to enable the 

Council to comply with its legal obligations and the consequences of not doing so.  

Within this policy the term 'persons' shall be used to refer to all officers and employees, 

both permanent and temporary, of the Council. 

1.2 All persons must be familiar with their legal responsibilities.  Failure to comply is a 

criminal offence. 

1.3 The Council views compliance with the money laundering legislation as a high priority 

and aims to develop a robust and vigilant anti-money laundering culture within the 

Company.  Money launderers are seeking to infiltrate reputable organisations.  

Organisations perceived as having weak controls will be targeted first.  Significant 

damage will be caused to the Council's reputation if it were to be associated, however 

innocently, with laundering the proceeds of crime, particularly if a person within the 

Council was subsequently prosecuted.  

1.4 Even if the Council is used as an innocent vehicle for money laundering, the cost of 

being involved in an investigation, both in terms of legal fees and business disruption 

would be considerable.   

1.5 It is therefore essential that all persons follow the Council's money laundering 

procedures in this Manual to ensure compliance with the regulations. 

1.6 Failure by any person to comply with the procedures set out in this Policy may also lead 

to disciplinary action being taken against them. Any disciplinary action will be dealt 

with in accordance with the Council's Disciplinary Policy and Procedure. 

1.7 All persons will be provided with a copy of this policy and are required to sign to        

confirm that they have received, read and understand the policy. 
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1.8 The Money Laundering Reporting Officer (MLRO) is Tony Qayum, Corporate  

Fraud Manager . He has day to day responsibility for the implementation and 

monitoring of this policy.  However, all  senior officers recognise that they are 

ultimately responsible for ensuring that the Council's control processes and procedures 

are appropriately designed and implemented and effectively operated to reduce the risk 

of the Council being used in connection with money laundering or terrorist financing.   

1.9 This Policy should be read in conjunction with the Council's Anti-fraud and Corruption 

strategy. 
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2 INTRODUCTION - WHAT IS MONEY LAUNDERING? 

2.1 The phrase 'money laundering' means the process by which the identity and true 

ownership of 'dirty money', i.e. the proceeds of any crime, is changed so that these 

proceeds appear to originate from a legitimate source. 

2.2 Most crime, for example the drugs trade, is almost wholly cash driven.  For many years, 

the most common means of laundering money was to deposit large sums of cash at 

banks.  However, as the high street banks have tightened their controls in this area, the 

launderers have turned to more obscure methods, frequently involving buying and 

selling assets, property and businesses, often via complex transactions, sometimes 

across geographical boundaries, to achieve their aims.  This has made it much more 

difficult for the enforcement authorities to detect and prevent money laundering. 

2.3 If you are involved, in any way, in dealing with or facilitating an arrangement with 

regard to 'criminal property', you are engaged in the offence of money laundering.  

'Criminal property' is the proceeds of any crime under UK law.   It is not limited to 

dealing in cash.  If you handle the benefit of acquisitive crimes such as theft, fraud and 

tax evasion, or are involved in handling or processing stolen goods or assets purchased 

with the proceeds of crime, from cars to paintings and antiques, you are money 

laundering.  

2.4 Remember too that terrorists need to launder money to fund their criminal enterprises.  

The atrocities of 9/11 and terrorist bombings in London in July 2005 have focused 

attention on the need to enforce anti-money laundering rules to combat terrorists, as 

well as drug dealers and organised crime.   
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3 THE LAUNDERING PROCESS 

3.1 The money launderer will seek to launder 'dirty money' via a series of transactions to 

separate the direct (usually cash) proceeds of an offence from the final bank account.  

Passing the funds through different accounts/investments and transferring it into 

different guises helps to muddy the audit trail. 

3.2 There are three distinct, recognised phases to the laundering process:- 

3.2.1 Placement - the initial disposal of cash representing the proceeds of crime 

into the system by deposit at a bank or similar but increasingly likely to 

involve the purchase of property,  or other assets such as a business.   

3.2.2 Layering - to break any link back to the direct proceeds of the crime.  This is 

done by a variety of routes, including buying and selling properties, 

companies or assets (such as shares, antiques and art) back to back and 

transferring funds around the world via various accounts in many institutions.  

Often launderers will use a front company, carrying on legitimate business, to 

hide their illegal activities. 

3.2.3 Integration – having gone through the transaction merry-go-round, the funds 

can come back to the individual criminal or their organisation, to finance a 

luxurious lifestyle, purchasing property, expensive cars, income-generating 

securities etc. and perhaps to fund further criminal activity. 
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4 HOW THE COUNCIL COULD BECOME INVOLVED IN MONEY LAUNDERING  

4.1 The Council carries out transactions for a variety of purposes during which it handles 

money from customers. These transactions include (but are not limited to), dealings 

with leaseholders, payments for Council Tax and Business Rates, income from disposal 

of Council assets, right to buy deposits and section 106 monies.  

4.2 It is feasible for the Council to become unwittingly involved in the money laundering 

process via contacts who are carrying out apparently normal transactions, if the money, 

property or other assets they bring to the transactions are the proceeds of crime.   

4.3 Examples; 

4.3.1 Acquiring property which represents or has been purchased using the 

proceeds of a fraud, including false accounting.  This could arise, for 

example, in the context of a procurement contract.    

4.3.2 Handling (even if only as intermediary) funds which were not declared as 

required by law under an insolvency arrangement or were acquired by tax or 

benefit fraud. 

4.3.3 Any similar dealing with funds obtained as a pay-off following threats to 

expose illegal or immoral behaviour. 

4.3.4 Acquiring funds from a customer for buy to let properties which represent the 

proceeds of drug dealing 

4.4 This is not an exhaustive list.  As set out above, because the definition of money 

laundering is very wide, any contact with the proceeds of any offence, from petty theft 

to tax evasion, extortion and murder, is likely to constitute money laundering.   

4.5 Where fraud or corruption is suspected, staff members will also need to follow the 

guidance set out in the Councils Anti-fraud and Corruption Strategy.  

4.6 Any member of staff who deals with cash paid in by external  parties must be alert to 

the possibility of council financial systems being used to launder "cash" (which is 

defined as "notes, coins or travellers' cheques in any currency"). 
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4.7 Accountants, auditors and legal officers must be especially alert to the possibility of 

council financial systems being used to launder cash, particularly if significant sums are 

involved, such as the purchase price for council property. 
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5 CONSEQUENCES 

5.1 Involvement in money laundering is a criminal offence, punishable by up to 14 years 

imprisonment.  Not only the Council but also its officers and employees may face 

criminal prosecution if the Council is found to have been involved, even entirely 

innocently, in a deal involving the proceeds of a crime.    

5.2 This is why it is so important that all persons understand this policy and apply it at all 

times. 

5.3 The rest of this document sets out the law concerning money laundering and the rules 

you must follow to protect yourself and the Council from prosecution.  The policy 

includes some technical information, but it has been drafted carefully to be as user-

friendly as possible.  At the back of the policy, there are copies of the documents you 

will need to become familiar with and complete for third parties with whom you engage 

in any transaction (or series of linked transactions) which involves cash or property 

worth €15,000 (approximately £13,000) or more, or any other transaction which comes 

within the 'regulated sector'. Further information about what this means is set out at 

6.3.4.  Further copies of these can be obtained from the CD training package that 

accompanies this document.  If there is anything you do not understand, please ask your 

manager or direct queries to the MLRO, Tony Qayum.  
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6 THE RELEVANT LAW  

6.1 The Proceeds of Crime Act 2002 (POCA) 

6.1.1 This sets out the money laundering offences which apply generally to all UK 

citizens.  These are; 

(a) concealing, disguising, converting or transferring criminal property or 

removing criminal property from the UK (section 327); 

(b) entering into or becoming concerned in an arrangement which a person 

knows or suspects facilitates the acquisition, retention, use or control of 

criminal property (section 328); 

(c) acquiring, using or having possession of criminal property (section 329) 

(however, it is a defence to this charge if it can be shown that there 

were no grounds on which to suspect money laundering and the 

property was acquired for adequate consideration); 

(d) failing, in the case of the regulated sector, to disclose knowledge or 

suspicion of money laundering to the MLRO or the failure by the 

MLRO to disclose such knowledge or suspicion to the Serious 

Organised Crime Agency (SOCA) (sections 330 & 331); 

(e) tipping off or making a disclosure which is likely to prejudice an 

investigation (section 333). 

6.1.2 ‘Criminal property’ means anything which is, or which represents, a direct or 

indirect benefit from any UK offence, no matter how minor.   

6.1.3 If you are found guilty of any of the  offences in paragraphs 6.1.1(a), 6.1.1(b) 

or 6.1.1(c) the maximum penalty on conviction in the Magistrates Court is up 

to 6 months imprisonment or a maximum fine of £5000 or both a fine and 

imprisonment.  The maximum penalty on conviction at the Crown Court is up 

to 14 years imprisonment or a fine or both a fine and imprisonment. 

Page 196



 
 

6.1.4 If you are found guilty of any of the  offences in paragraphs 6.1.1(d) or 

6.1.1(e) the maximum penalty on conviction in the Magistrates Court is up to 

6 months imprisonment or a maximum fine of £5000 or both a fine and 

imprisonment.  The maximum penalty on conviction at the Crown Court is up 

to 5 years imprisonment or a fine or both a fine and imprisonment. 

6.1.5 As already seen, these offences are very broad in scope.  If the Council or its 

officers or employees receive criminal property, even if in payment for an 

apparently legitimate commercial transaction, they may commit the offence of 

acquiring or having possession of it, and therefore be guilty of money 

laundering.  However, you will have a defence if you make a formal written 

report in any case where you suspect money laundering (an authorised 

disclosure).  All persons should make authorised disclosures internally, to the 

MLRO; it is then up to him  to decide whether to make a formal report to the 

authorities.  Further details on how to make a disclosure are at section 10.   

6.2 The Terrorism Act 2000 

6.2.1 This Act establishes offences in relation to involvement in facilitating, raising, 

possessing or using funds for terrorism purposes very similar to those under 

POCA.  It also replicates the offences under POCA in relation to failing to 

report suspicious transactions (see 10.3) and tipping off (see 13). 

6.2.2 HM Treasury maintains and updates a financial sanctions list which records 

individuals and organisations with whom it is prohibited to enter into any 

business relationship. The list can be viewed at http://www.hm-

treasury.gov.uk/fin_sanctions_index.htm 

6.2.3 As well as relying upon this list each person should consider whether there is 

a risk of terrorist financing in each transaction which takes place. This will 

involve considering the source and destination of funds. 

6.3 The Money Laundering Regulations  2007 (the Regulations) 

6.3.1 These impose tight procedural controls on businesses which operate in the 

regulated sector (and are therefore perceived as being subject to a higher risk 

on money laundering activity).   These require the business to; 

(a) identify and verify the identity of individuals and companies it deals 

with; 
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(b) train staff to recognise and report suspicions and understand their legal 

obligations; 

(c) make reports of suspicious activity, both internally (to the MLRO) and 

externally, to SOCA;  

(d) keep records; and 

(e) appoint an MLRO to oversee compliance issues, receive authorised 

disclosures, make external disclosures as necessary to SOCA and 

maintain central records. 

6.3.2 Failure to comply is a criminal offence rendering the Council, as a corporate 

body, liable to prosecution. Where the offence is shown to have been 

committed with the consent or connivance of a senior officer or has been 

committed due to neglect on his/her part, that officer is also liable to 

prosecution as well.  Greater detail as to what is required in practice to 

comply with each of these obligations is set out below. 

6.3.3 The penalty on conviction at the Magistrates' Court is a maximum fine of 

£5000 and on conviction at the Crown Court a maximum prison sentence of 2 

years or a fine or both a fine and imprisonment.   

6.3.4 The Council is in the regulated sector to the extent that it engages in 'relevant 

business'.  This includes but is not limited to; 

(a) the provision of accountancy services, audit services and legal services;  

(b) dealing in goods/property of any description by way of business 

whenever a transaction involves accepting a total cash payment of 

€15,000 (approximately £13,000 ) or more. 

6.3.5 It is likely that the Council will be operating in the regulated sector for   many 

transactions.  For the avoidance of doubt it has been agreed that this policy is 

to apply to all business relationships entered into by the Council unless the 

MLRO expressly advises to the contrary.   
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7 RELEVANT GUIDANCE – ASSESSING RISK  

7.1 The Council has adopted a risk-based approach to anti-money laundering in accordance 

with guidance set down by the Joint Money Laundering Steering Group (available at 

www.jmlsg.org.uk).  This recognises that most customers and contacts are not money 

launderers or terrorist financiers and that the systems and controls in place to combat 

the risk of money laundering should focus on identifying higher risk customers/contacts 

and situations and responding to them proportionately.   

7.2 Generally, the Council's business will pose a low-to-moderate risk of being used as a 

vehicle for money laundering.  It is involved in relatively few transactions (compared to 

say, a law firm, a bank or building society) and the nature of these is such that the 

participants are likely to come under scrutiny as to their bona fides, as well as their 

financial status. So opportunities for would-be money launderers to pass money through 

the Council with relative anonymity are limited.   

7.3 Having reviewed its risk profile, the senior management of the Council have approved a 

policy which embodies appropriate controls to manage and mitigate those risks.  A 

minimum standard of identification is required for all. This is known as "simplified 

customer due diligence". Where a particular transaction or individual is considered to 

pose a higher risk, additional checks are required. This is known as "enhanced customer 

due diligence". See 8.2 for more details.  If in doubt with regard to the level of risk in 

individual situations, you must seek advice from the MLRO. 
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8 CUSTOMER DUE DILIGENCE PROCEDURES 

8.1 The legal requirement 

8.1.1 The term 'Customer Due Diligence' is used to describe the process of knowing 

the customer's identity, the background to the customers business, the source 

of funds and the destinations of funds. This process should be reviewed 

regularly and in each transaction an analysis should be undertaken to consider 

the risk of money laundering or terrorist financing. The procedures below 

which are adopted by the policy set the minimum standards expected by the 

Company. Each person should be aware of the potential risks. Customer due 

diligence is more than just a box ticking exercise; it is each person's 

responsibility to risk assess each transaction.  

8.1.2 Wherever the the Council forms a business relationship, or carries out a one-

off transaction involving a payment of €15,000 (currently approximately 

£13,400 ) or more, with an external individual or company (a 'customer'), it 

must obtain satisfactory evidence of identity.  A business relationship is 

formed between the Council and another party where there is a business, 

professional or commercial relationship between them  in relation to the 

provision of accountancy, audit or legal services, and where the Council 

expect, at the time when contact is established, that the relationship will have 

an element of duration. A one-off transaction is any transaction other than a 

transaction carried out in the course of an established business relationship. 

8.1.3 Council officers in other Service Areas who require accountancy, audit or 

legal services are internal customers and are not subject to the anti-money 

laundering provisions. 

8.1.4 External customers to whom the Council may provide accountancy, audit or 

legal services include: 

(a) Any person or body for which the Council has power, in exercise of its 

power to trade, to carry out or provide any services or work or provide 

any facilities or supplies under statutory powers, including under the 

well-being power. 

(b) The bodies or organisations designated as "public bodies" for the          

purposes of the Local Authorities (Goods and Services) Act 1970. 

(c) Partnership undertakings including the third sector. 
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8.1.5 The identity evidence must; 

(a) Objectively viewed, be reasonably capable of establishing the identity 

of the individual or company, ("identification"). 

(b) In fact establish, to the satisfaction of the person who obtains it, that   

the person/company is who he/it claims to be ("verification"). 

8.1.6 If such evidence of identity is not obtained the business relationship or 

the one-off transaction in question must not proceed any further.  The 

Regulations require the verification of identity as soon as reasonably 

practicable after the first contact.  The Council's policy is that the requisite 

identification check(s) should take place within a minimum of five working 

days of the first business contact. If there is an unjustifiable delay in the 

evidence of identity being obtained from the customer or where the customer 

is deliberately failing to provide the information, a disclosure will have to be 

made. 

8.1.7 Money laundering prevention is not simply a matter of box ticking, however.  

Remember that knowing enough about the people and businesses with whom 

we deal is just as important as confirming identity. 

8.2 The identification and verification process 

8.2.1 Identifying a customer is a two-part process.  First, the individual or company 

is identified, by obtaining the following; 

(a) Individual  

(i) full name 

(ii) current residential address 

(iii) previous address if the customer has changed address in the last 

three months 

(iv) date of birth 

(v) nationality 

(vi) country of residence 
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(vii) whether they constitute a Politically Exposed Person (further 

information as to what this means is set out in 8.4 below and 

Appendix A ) 

(b) Companies (most of the following should be available on their         

letterhead) 

(i) full name of business 

(ii) registered number 

(iii) registered office  

(iv) business address 

(v) country of incorporation 

(vi) (for private companies only) the names of all directors (or 

equivalent) and the names of all beneficial owners holding over 

25% of the shares or voting rights. 

(c) Trusts 

(i) full name of the Trust 

(ii) nature of trust (discretionary, bare, etc) 

(iii) donor of the funds 

(iv) nature of business or activity 

(v) location of business or activity 

(vi) country of establishment 

(vii) names of all trustees 

(viii) name of any protector or controller 

(ix) names or classes of beneficiaries 

(d) Charities (most of the following should be available from the Central       

Register of Charities) 

(i) registered name 
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(ii) registration number 

(iii) address of the Charity Commission's correspondent for the 

charity. 

8.2.2 Second, the identification information should be verified through the use of 

reliable, independent source documents, data or information.  This may be 

produced by the customer or be obtained via electronic systems of 

identification (for example a credit reference bureau check).  

8.2.3 There are a number of acceptable documents, which may be used to verify 

identity.  These have been detailed on the Verification Checklists (Appendix 

A), which include requirements for individuals and companies and other 

entities.  

8.2.4 For face to face identification of individuals, production of a valid passport or 

photo card driving licence should be sufficient (simplified due diligence).  

However, if there are any unusual circumstances which would indicate a 

higher than normal risk (e.g. a foreign national, or a discrepancy in the details 

given and those recorded) then further checks will be required (enhanced due 

diligence). 

8.2.5 For corporations, verification requires a search of the relevant company 

registry, a copy of the certificate of incorporation or confirmation of the 

company's listing on a regulated market.  You must also take steps to be 

reasonably satisfied that the person you  are dealing with is authorised to 

represent the company and is who he/she says they are.  For private 

companies, it may be appropriate to verify the identity of one or more 

directors in accordance with the rules for identifying individuals.  Verification 

may be limited to the individual giving instructions or someone who appears 

to be in active management or control of the company.   Similarly, where the 

risk posed by a company is considered sufficient to warrant it, or the principal 

owner of a private company is another corporate entity or trust, it may be 

appropriate to verify the identity of beneficial owners.   
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8.2.6 Partnerships (including LLPs) and unincorporated businesses, if very well 

known, (e.g. law and accountancy firms) may be treated as publicly quoted 

companies (see 8.6.4(a)).  Otherwise they may be verified by checking their 

regulated status by reference to membership of the relevant professional body 

(the Law Society or accountancy body).  If neither of these is applicable, they 

should be treated as private companies. 

8.2.7 Charities can take a number of legal forms.  Some may be companies limited 

by guarantee, and should be treated as private companies.  Other charities take 

the form of trusts.  Details of registered charities are kept by the Charity 

Commission in a Central Register of Charities and information can be 

obtained from the website www.charity-commission.gov.uk or by ringing the 

enquiry line on 0845 3000218. 

8.2.8 Churches are in general exempted by law from registering as charities and 

may not therefore have a registered number.  Their identity can be verified by 

reference to the appropriate headquarters or regional organisation of the 

denomination. 

8.2.9 The standard identification may be used for clubs and societies that serve a 

limited social or regional purpose.  Following an assessment of the money 

laundering risk presented by the club or society, it may be appropriate to 

verify the identity of additional trustees (or equivalent). 

8.2.10 In most cases simplified due diligence will be sufficient (see Appendix A).  In 

circumstances which present a higher than normal risk of money laundering, 

however, either because of the nature of the  customer or the transaction, or 

perhaps because the standard check gives rise to concern or uncertainty over 

identity, enhanced verification checks are likely to be appropriate, this is 

known as "enhanced customer due diligence" (see 8.3 for further information) 

8.2.11 Banks and building societies are generally exempt from the verification 

requirements (see 8.5 below), and much less stringent requirements apply 

where the company is listed or is FSA regulated. 

8.2.12 Unless otherwise specified, all documents examined should be originals and 

as recent as possible. Having inspected the original you must take a copy for 

the Council's  files.  Always consider whether the documents provided appear 

genuine or may be forged. Where you are dealing with an agent, the identity 

and address of the actual principal should also be verified. 
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8.2.13 As well as obtaining satisfactory evidence of the identity and address, all 

persons must complete an appropriate Identity Verification Form (examples 

for individuals and for companies are at Appendix B).   

8.2.14 Once completed the Identity Verification Form must be sent to the MLRO to 

check compliance with the Regulations.  Only once the MLRO has approved 

this and related documents, will identity be considered to have been verified.  

No money or property should be received or transferred before identity has 

been verified.  Once verified the forms and supporting documents will be kept 

by the MLRO in a central file. 

8.2.15 For future instructions/transactions, customers who have already been 

identified, where the Identity Verification Form is centrally filed, do not 

normally have to be identified again.  However, where changes in their 

business set up have occurred, it may be necessary to do so (for example, if an 

individual has moved from one limited company to another).   

8.2.16 In addition to the steps mentioned above, additional steps should be taken 

where appropriate to: 

(a) establish the customer's circumstances and business, including, where          

appropriate, the customer's source of funds, and the purpose of specific 

transactions and the expected nature and level of those transactions; 

(b) update information held on the customer to ensure the information held  

is valid; 

(c) review information held on the customer to ensure it is current and 

valid; and 

(d) monitor the customer's business activity and business transactions to 

ensure that the Council is not being used as a vehicle for money 

laundering. 

8.3 Enhanced customer due diligence 

 In the circumstances outlined below, the Council will be required to apply enhanced customer 

due diligence measures and enhanced ongoing monitoring on a risk-sensitive basis. 

8.3.1 Non face to face transactions 
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8.3.1.1 There is a greater likelihood of impersonation fraud and money 

laundering activity in non face-to-face transactions.  In most cases, 

this will warrant an additional verification check, which may involve 

seeing a separate document or, for example; 

(a) requiring transactions to be carried out through an account in the 

person's name with a UK or an EU regulated credit institution; 

(b)  making telephone contact on a verified home or business land line; and 

(c) communicating at an address which has been verified. 
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8.4     Politically Exposed Persons (PEPS) 

8.4.1 To determine whether the customer is a PEP, refer to Appendix A. 

8.4.2 If the customer is a PEP it is necessary to:  

(a) obtain approval from the MLRO to proceed with establishing a 

business relationship with such a customer; 

(b)  establish the source of wealth and source of funds which are involved  

in the business relationship or occasional transaction; and 

(c) conduct enhanced ongoing monitoring of the business relationship. 

8.4.3   High risk transactions/customers 

8.4.3.1  High risk transactions or customers – if the customer or transaction     

appears high risk then further verification should be taken to verify the 

identity of that customer in order to ascertain whether the transaction is 

suspicious and whether disclosure is to be made. Further documentation 

which may be required is listed in Appendix B. In addition the source 

of the funds to be transferred should be ascertained 

8.5 Ongoing monitoring 

8.5.1 It is the duty of the Council to monitor transactions or customers and to assess 

each transaction with respect to the risk it poses of money laundering activity 

or terrorist financing.  

8.5.2 Each employee should assess each transaction as to its complexity, 

suspiciousness, and legal purpose as well as the magnitude, sums, frequency 

of transactions or any other special characteristics to ensure that they 

correspond with regular activities of that particular customer.  

8.5.3 The documents, data or information obtained by the Council for the purpose 

of applying customer due diligence measures must be kept up to date.  
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8.6 Exemptions from the identification process 

8.6.1 The identification and record keeping requirements do not apply in respect of 

any one-off transaction where payment is to be made by or to an individual or 

company of less than €15,000 or in respect of two or more linked one-off 

transactions, the total amount in respect of which is less than €15,000 and 

where there is no suspicion of money laundering.  In the absence of evidence to 

the contrary, transactions which are separated by an interval of  six months or 

more need not be treated as linked.   

8.6.2 Financial institutions regulated by the FSA, or in the EU or comparable 

jurisdiction by an equivalent regulator, do not need to be verified.  This will 

encompass banks and building societies.  However, for smaller firms, if there 

is any doubt as to their regulated status, this should be checked before 

proceeding without verification (www.fsa.gov.uk). 

8.6.3 Where a one-off transaction is carried out (but not where there is a business 

relationship) pursuant to an introduction effected by an FSA-regulated firm or 

individual, and that firm or individual has provided written assurance that 

satisfactory evidence of individual identity of the contact introduced by him 

has been obtained and recorded, evidence of identity is not required.   

8.6.4 Where the customer is; 

(a) a publicly quoted company 

(b) a majority-owned and consolidated subsidiary of a publicly quoted   

company  

(c) subject to the licensing and prudential regulatory regime of a statutory 

regulator (e.g. OFGEM, OFWAT, OFCOM) 

nothing is required beyond the standard identification.   

8.6.5 It is important to note that the above exemptions only apply where there is 

no suspicion of money laundering.  So even if you are dealing with a bank, 

or have written assurance from another regulated service provider in the 

financial services sector that it has  obtained satisfactory evidence of identity - 

if you still have a suspicion you have to undertake the checks and make a 

disclosure to the MLRO. 
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9 INFORMATION MANAGEMENT ISSUES 

9.1 Data Protection 

9.1.1 Under the Data Protection Act 1998 (the 1998 Act) an external customer may 

request in writing: 

(a) a copy of all the personal data of which that person is the data subject 

and any information available to the Council on the source of that data; 

and 

(b) information on the processing of any personal data by the Council, a 

description of that data, the purpose for which the data are being 

processed and to whom the personal data has or may be disclosed. 

9.1.2 The Council must respond to a request for information promptly and in any 

event not more than 40 days from the date on which the request is received. 

9.1.3 The 1998 Act contains certain exemptions from the right of access to personal 

data. One such exemption is where the right of access would be likely to 

prejudice the prevention or detection of crime or apprehension or prosecution 

of offenders. 

9.1.4 The exemption from the right of access to personal data will apply where the 

disclosure of personal data would result in the commission of the tipping-off 

offence under POCA. 

9.1.5 The exemption is not automatic and each case should be considered on its 

merits to ensure that the exemption applies.  Always take advice from the 

MLRO. 

9.1.6 The Council's Data Protection Policy can be viewed on the Council's intranet, 

http://www.towerhamlets.gov.uk/data/your-council/data/data-protection-

act.cfm and in the Council's Data Protection Manual.  Guidance on the 

application of the policy and the 1998 Act  can be obtained from the Council's   

Data Protection Officer, Tim Rodgers. 
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9.2 Freedom of Information 

9.2.1 The Freedom of Information Act 2000 (the 2000 Act) gives members of the 

public a general right of access to all types of recorded information held by 

public authorities, which includes the Council.  The general right of access is 

however subject to exemptions. 

9.2.2 Information held by a public authority is exempt information: 

(a) if it was directly or indirectly supplied to a public authority by, or 

relates to various government bodies, which includes SOCA (section 

23); 

(b) if its disclosure would, or would be likely to, prejudice the prevention 

or detection of crime or apprehension or prosecution of offenders 

(section 31). 

9.2.3 These exemptions should not be applied without taking advice from the 

MLRO. 

9.2.4 Details on Freedom of Information can be viewed on the Council's Intranet at 

http://www.towerhamlets.gov.uk/data/your-council/data/foi/index.cfm 

9.2.5 Details about the how the Council manages records can be found in the 

Council's Information Management and Governance Policy. 

9.2.6 Advice about Freedom of Information can be obtained from the Information 

Governance Manager, Tim Rodgers. 
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10 MAKING A DISCLOSURE  

10.1 How to make an authorised disclosure – internal reporting procedures 

10.1.1 If you are involved in any transaction – for example the sale or purchase of 

shares or property - where you either know or suspect that the money or 

property concerned is the proceeds of any crime, you risk being found 

personally guilty of money laundering unless you make an authorised 

disclosure.   This is a disclosure, in the prescribed form, to the  designated 

Money Laundering Reporting Officer (MLRO), Tony Qayum.  It must be 

made as soon as is reasonably practicable; i.e. within hours of the relevant 

information coming to your attention, or the very next day at the latest. What 

is likely to constitute suspicion is dealt with in section 14. 

10.1.2 Where any person is aware of, or has reason to suspect, money laundering, 

they must complete a Money Laundering Disclosure Form (Disclosure Form) 

indicating the reason for their suspicions.  Please see Appendix C for a pro-

forma of this form and detailed guidance on how to complete it.  A copy of 

the relevant Identity Verification Form should be attached to this form and 

both documents forwarded to the MLRO.  In no circumstances should a copy 

of the Disclosure Form be put on the file or otherwise disclosed to anyone 

other than the MLRO. 

10.2 The Council requires all disclosures be made to the MLRO,  Tony Qayum. Corporate 

Fraud Manager, whose contact details are: 

              Internal extension:          020 7364  4773  

             External Telephone Number:  020 7364 5000   

              Email:    Tony.Qayum@towerhamlets.gov.uk 

10.2.1 If Tony Qayum is not available at the time you want to make a disclosure, the 

disclosure should be made to the MLRO's Deputy, Minesh Jani, Head of Risk 

Management, telephone 020 7364 0738 

10.2.2 The MLRO will acknowledge receipt and decide whether it is appropriate to 

make a formal disclosure, known as a Suspicious Activity Report (SAR), to 

one of the external authorities mentioned.   
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10.2.3 Please note that it does not matter whether the suspected crimes, or the 

proceeds of it, are extremely minor.  The law is very strict – everything must 

be reported.  

10.3 The offence of failing to disclose  

10.3.1 If you; 

(a) know or;  

(b) suspect or;  

(c) have reasonable grounds for knowing or suspecting  

that another person is engaged in money laundering, you commit an offence if you do 

not disclose it to the MLRO as soon as practicable after you receive the information  

(POCA section 330). 

 

10.3.2 It is important to note that this is an objective test.  Even if you genuinely do 

not know or suspect that someone is engaged in money laundering, you may 

commit an offence if there are reasonable grounds for knowing or suspecting 

money laundering.  So if you deliberately shut your mind to the obvious, you 

may be culpable. To protect yourself, you must think very carefully whether, 

in any given transaction, there is anything slightly odd or 'iffy'.  If so, you 

must make a disclosure to the MLRO.  Please read section 14 below, which 

will give you some pointers as to behaviour or circumstances which may 

appear unusual.  Whilst this clearly cannot be exhaustive, as no two situations 

are identical, it should help you develop an enquiring approach. 

10.3.3 If the disclosure is made after the prohibited act, the disclosure defence will 

not apply unless there is a reasonable excuse for not having disclosed in 

advance. 

10.3.4 If the MLRO receives a disclosure report on the basis of which he knows or 

suspects, or has reasonable grounds for knowing or suspecting, that someone 

is engaged in money laundering, he commits an offence if he fails to disclose 

it as soon as possible to SOCA. 

10.3.5 The failure to report offences are punishable by up to 5 years imprisonment. 
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10.4 The role of the MLRO 

10.4.1 Upon receipt of a Disclosure Form, the MLRO must note the date of receipt 

on  his  section of the report and acknowledge receipt of it. He should also 

advise you of the timescale within which he expects to respond to you.   

10.4.2 The MLRO will then consider the report and any other relevant information to 

decide whether the information gives rise to a knowledge or suspicion of 

money laundering.  Relevant information will include; 

(a) reviewing other transaction patterns and volumes; 

(b) the length of any business relationship involved; 

(c) the number of any one-off transactions and linked one-off transactions; 

and 

(d) any identification evidence held. 

10.4.3 The MLRO must undertake such other reasonable inquiries he thinks 

appropriate in order to ensure that all available information is taken into 

account in deciding whether a report to SOCA is required (such enquiries 

being made in such a way as to avoid any appearance of tipping off those 

involved).  

10.4.4 The MLRO may also need to discuss the report with you. All persons are 

required to cooperate with the MLRO and the authorities during any 

subsequent investigation. 

10.4.5 Once the MLRO has evaluated the Disclosure Form and any other relevant 

information, he must make a timely determination as to whether: 

(a) there is actual or suspected money laundering taking place; or 

(b) there are reasonable grounds to know or suspect that is the case; and 

(c) whether he needs to seek consent from SOCA for a particular 

transaction to proceed. 

The decision must be recorded on part two of the Disclosure Form. 
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10.4.6 If the MLRO decides that the information does give rise to a suspicion of 

money laundering, he is required to make a SAR to the law enforcement 

authorities as soon as practicable, unless he  has a reasonable excuse for non-

disclosure.  If he concludes that such a reasonable excuse exists (after taking 

legal advice if appropriate), the MLRO must mark the report accordingly 

before giving  his consent for any ongoing or imminent transactions to 

proceed.    

10.4.7 Any material which it is concluded should be disclosed  may be subject to 

legal privilege. Please refer to section 11 below. 

10.4.8 If there is no reasonable excuse for not reporting to SOCA, the MLRO must 

make his report on the standard report form and submit it in hard copy or 

electronically in accordance with the procedure set out on the SOCA website 

(www.soca.gov.uk).  This website also includes helpful guidance for MLROs 

on how to complete an SAR. 

10.4.9 To submit electronic reports, the Council must first be registered with the 

SAR online reporting facility 

https://www.ukciu.gov.uk/(thullbfm04gadsru25x3tn45)/Information/info.aspx

?InfoSection=Submission 

10.4.10 In the absence of a reasonable excuse for not reporting to the authorities, the 

MLRO commits a criminal offence if he knows or suspects, or has reasonable 

grounds to do so, (because of a disclosure made to him), that another person is 

engaged in money laundering and he does not disclose this as soon as 

practicable to SOCA.  

10.4.11 Once a report has been made, no further action should be taken in connection 

with the matter until it is expressly or impliedly permitted by SOCA (see 12.2 

below). 
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11 LEGAL PROFESSIONAL PRIVILEGE 

11.1 Solicitors and all other legal staff and legal services' support staff will be handling 

material subject to legal professional privilege. There are two categories of legal 

professional privilege; legal advice privilege and litigation privilege. 

11.2 The broad outline of the type of communication which attract privilege are set out 

below. The existence of legal privilege may affect the basis of a money laundering 

disclosure. Always take evidence from the MLRO if you believe privilege attaches to 

relevant information. 

11.3 Legal Advice Privilege 

11.3.1 Legal advice privilege applies to; 

(a) confidential communications; 

(b) which pass between members of the Council or other council staff  and 

solicitors and other legal services' staff; and 

(c) which have come into existence for the purpose of obtaining legal 

advice in relation to the business of the Council. 

11.3.2 Confidential communications are limited to those that directly seek or provide 

legal advice.  Communications which merely pass information between legal 

services' staff  to members of the Council or other council staff should not 

contain legal advice as this could lead to loss of privilege to the whole 

document. 

11.3.3 Legal advice privilege does not attach to communications prepared for the 

purpose of or which form part of a criminal act, or to communications seeking 

legal advice for the purpose of furthering a criminal act, even if the legal 

adviser is not aware of the true purpose of preparing the documents or seeking 

legal advice.  Consequently documents and communications known to have 

been made for the purpose of furthering money laundering do not benefit 

from legal advice privilege. 

11.3.4 Where there is only a suspicion of money laundering and the documents 

involved are subject to privilege, section 338 of POCA 2002 provides that an 

"authorised disclosure" may be made without breaching legal privilege. 
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11.4 Litigation Privilege 

11.4.1 Ligation privilege applies to; 

(a) confidential communications when litigation is pending or 

contemplated; 

(b) which pass between members of the Council or other council staff  and 

solicitors and other legal services' staff; and 

(c) which pass between the council's solicitors or legal services' staff and 

the solicitors or legal advisers of the other party or parties to the 

proceedings. 

11.4.2 A solicitor or legal adviser  may be in contempt of court if he discloses 

information to SOCA that is protected by litigation privilege. 
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12 AFTER A DISCLOSURE HAS BEEN MADE 

12.1 Caution 

12.1.1 Once you have made a disclosure to the MLRO, you must not discuss the 

matter with anyone else and you must not do anything further in connection 

with the deal or transaction until you receive direct instructions from the 

MLRO.   You must not make further enquiries into the matter yourself; any 

necessary investigations will be undertaken by the MLRO, or SOCA, in the 

event that the MLRO decides to make an SAR.  

12.1.2 If the MLRO determines that it is appropriate to make an SAR to SOCA, you 

cannot proceed without SOCA’s consent.  More details on the procedure for 

obtaining consent and what you must do in the meantime are outlined at 

section 12.2. 

12.2 Consent   

12.2.1 If the MLRO decides that your report does not require onward reporting to 

SOCA, he will give you consent to proceed. 

12.2.2 Once a disclosure had been made to SOCA, the Council must do nothing 

further in connection with the particular transaction giving rise to the 

suspicion.  If nothing is heard from SOCA after 7 working days, then consent 

is deemed to have been given for the transaction to proceed.  If, however, 

SOCA responds within 7 working days with a request for more time, then the 

31 day moratorium period will take effect.  During this period, the transaction 

must not proceed unless and until either consent is received or the 31 day 

period expires.  If SOCA does not respond within that time, the Council can 

conclude that implied consent has been granted for the transaction to proceed.  

12.2.3 The authorities can apply for a restraining order before the end of the 

moratorium period if they wish to stop the transaction going ahead at all. 

12.2.4 These time limits must be strictly adhered to.  It may be that at some later date 

the  Council may by court order be ordered to produce documentation.  

Page 217



 
 

13 TIPPING OFF 

13.1 At no time and under no circumstances should you voice any suspicions to the 

person(s) whom you suspect of money laundering, even if SOCA has given consent to a 

particular transaction proceeding.  This amounts to 'tipping off' and is an offence under 

POCA, section 333.  A person commits this offence if, knowing or suspecting that an 

authorised or protected disclosure has been made, he makes a disclosure (whether to the 

suspect or any third party) which is likely to, and which he knows or suspects is likely 

to, prejudice any investigation.  The maximum penalty is five years in prison. 

 

13.2 It is vital that you do not discuss details about a disclosure with anyone where it might 

prejudice any investigation.  Clearly, the individual or company who is the subject of 

the report cannot be informed.  Nor can anyone else who may inform them.  The safest 

position is to limit discussions about suspicion and disclosure with the MLRO. 
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14 WHAT IS SUSPICIOUS? 

14.1 Suspicion is less than knowledge, but more than mere speculation or gossip.  It must be 

built on some foundation.  A transaction which appears unusual will not necessarily be 

suspicious.  'Unusual' is, in the first instance, a basis for further enquiry, which may in 

turn require judgement as to whether it is suspicious.  It is impossible to give an 

exhaustive list of circumstances and activities which will trigger suspicion.  Sometimes 

it may be a combination of factors which individually would not give cause for concern.  

However, in the context of the Council's business, the following are common examples 

which may, depending on the particular circumstances, be likely to trigger suspicion: 

 

14.1.1 Secretive individuals or companies.  Be particularly cautious if you don't meet 

people in person, or if there is any attempt to conceal identity, for example, 

via the use of post office boxes. 

14.1.2 Unusual arrangements, for example complex company structures or trusts 

with no apparent commercial purpose or companies with nominee directors. 

14.1.3 Receipt of, or a request for payment in, substantial sums of cash (over 

€15,000). 

14.1.4 Any request to hold sealed boxes/parcels. 

14.1.5 Unusual Settlements by cash or bearer cheques of any large transactions 

involving the purchase of property or other investments.   

14.1.6 A deal which is uncommercial for one or more participants; launderers are 

prepared to lose a high percentage of the initial funds, just to 'wash' large 

sums of cash. 

14.1.7 Overpayments by any party. 

14.1.8 A transaction is proposed but the person you are dealing with is not the person 

behind the deal/company and you do not meet this person. 

14.1.9 Illogical third party transactions, for example unnecessary routing or receipt 

of funds from third parties or via third party accounts. 
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14.1.10 Payment by way of third party cheque or money transfer, where there is a 

variation between the account holder, the signatory and a prospective 

investor. 

14.1.11 Funds for deposits or completion on a property transaction which come from 

an unexpected source; alternatively where instructions are given for 

settlement funds to be paid to an unusual destination. 

14.1.12 Any other involvement of an unconnected third party without logical reason 

or explanation. 

14.1.13 An abortive transaction which has fallen through for no good reason. 

14.1.14 Radical changes/developments to an original proposition for no discernible 

reason. 

14.1.15 Poor business records and internal accounting controls. 

14.1.16 Proof of identity documents which don't look or feel quite right. 

14.1.17 A transaction which is unusually large, or small. 

14.1.18 An unusual deal/contact either in terms of size or location.  

14.1.19 Any matter having a link with countries where production of drugs or drug 

trafficking may be prevalent. The Financial Action Task Force (FATF) 

publishes a list of non co-operative countries and territories annually (go to 

www.fatf-gafi.org). 

14.1.20 Fellow employees whose lifestyle indicates an income in excess of 

position/salary or whose level of performance falls. Money launderers have 

been known to 'buy off' or blackmail staff whom they have enticed into drug 

use to turn a blind eye to laundering transactions.   

14.1.21 Funds being received from, or going to, an offshore location may be a 

possible indicator that money coming into or being paid out on a transaction is 

not being declared properly for tax. 

14.1.22 Transactions significantly above or below market price or which appear 

uneconomic inefficient or irrational. 

14.1.23 Anything which seems too good to be true. 
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14.2 It is important to think laterally.  Be alert to transactions which could constitute money 

laundering, even though they may not fall within the common perception of money 

laundering, i.e. receiving the proceeds of drugs trafficking or a bank robbery. 
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15 RECORD KEEPING PROCEDURES 

15.1 All disclosure reports referred to the MLRO and reports made by him  to SOCA must 

be retained by the MLRO in a confidential file kept for that purpose for a minimum of 

five years. The Regulations require that the Identity Verification Form and the record of 

transactions (the transaction file and other relevant records) be retained for at least five 

years from: 

15.1.1 in the case of the Identity Verification Form and related evidence, the date the 

business relationship ends or the date of completion of all activities taking 

place in the course of the one-off transaction or the last one-off transaction 

where linked; and 

15.1.2 in the case of the record of transactions, the dates on which all activities 

taking place in the course of the transaction were completed. 

15.2 However, for cases where a report to SOCA is made, the relevant records must not be 

destroyed without reference first to SOCA. It is the responsibility of the MLRO to 

ensure that such records are retained after their normal five year retention period. 

Page 222



 
 

16 TRAINING  

16.1 The Regulations require that staff involved in relevant business and any clerical, 

secretarial, administrative or accounts staff assisting them, be provided with adequate 

training to ensure they are aware of, and understand, their legal and regulatory 

responsibilities and their role in implementing the Council's internal procedures. 

16.2 In addition to issuing this policy to all officers and employees, the MLRO will ensure 

that all staff undergo an electronic training course on money laundering which covers 

the legislation, an explanation of what money laundering is, what is likely to amount to 

suspicious activity and the processes and procedures to be followed to comply with this 

policy.  All persons will be required to undertake updated training as necessary (to be 

determined by the MLRO). 

16.3 The MLRO will maintain records of appropriate training given to each officer and 

employee. 

16.4 In the event that any person is contacted by SOCA, the police, HM Revenue and 

Customs or any other law enforcement body with regard to a money laundering matter, 

they should refer the enquiring party to the MLRO in the first instance, who will obtain 

details of their requirements and decide how to proceed. 
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17 SUMMARY OF RESPONSIBILITIES 

17.1 All persons must: 

17.1.1 Read and follow this policy. 

17.1.2 Know and understand the legislation. 

17.1.3 Take reasonable steps in accordance with procedures to identify and verify the 

identity of any person or company with whom it is proposed to deal. 

17.1.4 Remain vigilant at all times and alert to suspicions. 

17.1.5 Report any suspicions to the Money Laundering Reporting Officer (MLRO) 

in accordance with internal procedures. 

17.1.6 Complete the multimedia training programme and pass the test to reinforce 

understanding of the law, internal rules and procedures. 

17.1.7 Keep appropriate records for at least five years, and indefinitely in cases 

where an SAR has been made. 

17.2 The MLRO must; 

17.2.1 Monitor compliance. 

17.2.2 Ensure that policy and procedures are developed and maintained in 

accordance with evolving statutory and regulatory obligations and guidance. 

17.2.3 Review the policy and the Councils' general assessment of risk, at least 

annually, to determine whether changes are appropriate. 

17.2.4 Ensure that training is offered and that the standards and scope of training are 

appropriate and necessary records are kept. 

17.2.5 Report to senior management as appropriate on money laundering compliance 

matters. 

17.2.6 Consider all internal disclosures and make Suspicious Activity Reports (SAR) 

to the Serious and Organised Crime Agency (SOCA) as appropriate. 

17.2.7 Ensure that records are kept for the requisite five years, or indefinitely in 

cases where an SAR has been made. 
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18 CONFIRMATION SLIP  

 

 

I   ………………………………………………………………………………[name and title]  

confirm that I have been provided with a copy of the Money Laundering Policy of the Council 

and that I have read the same.   

 

I understand that it is my personal responsibility to ensure that I comply with the policy and that 

failure to do so can render me liable to disciplinary action and may constitute a criminal offence. 

 

 

Signed……………………………………………………………. 

Dated……………………………………………………………..   

 

PLEASE COMPLETE AND TEAR OUT THIS SLIP BEFORE RETURNING TO THE MLRO. 
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APPENDIX A 

 

 

CUSTOMER IDENTIFICATION – 

VERIFICATION CHECKLIST OF 

ACCEPTABLE SOURCES OF INFORMATION 
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 CUSTOMER IDENTIFICATION NOTES PLEASE READ IN 

CONJUNCTION WITH VERIFICATION CHECKLISTS 

 

1 DOCUMENT REQUIREMENTS AND CERTIFICATION 

All documents must be original and as recent as possible.  A copy should be retained and noted 

as to who saw the original and when.  Only the personal detail pages of a passport need to be 

copied – in black and white – and retained.   

 

If you are satisfied that there is a good reason why you cannot meet the customer and see original 

documentation, copies certificated as set out below may be relied on. 

 

(a) UK residents 

· Passports; 

 

- UK notaries, solicitors whose name and address should be noted and checked 

against the Law Society database of practising solicitors, government 

departments and British consulates 

 

- Financial institutions and other persons and firms subject to the Money 

Laundering Regulations 2003. 

 

· Other documentary evidence; 

 

- For example by a UK solicitor, doctor or high street bank manager, whose name 

and address should be noted and checked by reference to a professional directory 

or, for solicitors, as above. 

 

(b) Non–UK Residents 

Copy documentary evidence can be certified by;  

 

· An embassy, consulate or high commission of the country of issue; 

 

· A qualified lawyer or notary, verifying his/her name and practice address in a 

reputable professional directory, or that the professional is currently on record 

with the appropriate professional body as practising at the address shown on the 

certificate or practice notepaper, keeping a note of this name and address with 
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the evidence of identity. 

 

1. Politically Exposed Persons 

 

2.1  These are individuals who are or have been entrusted with prominent public functions        

including: 

 

· Heads of state, heads of government, ministers, and deputy or assistant ministers; 

· Members of parliament; 

· Members of supreme courts, constitutional courts or other high-level judicial persons 

· Members of courts of auditors or of the boards of central banks 

· Ambassadors and high-ranking officers in the armed forces; 

· Members of the administrative, management or supervisory bodies of State-owned 

enterprises. 

and  

· Are  resident outside the United Kingdom 

· Are or have, at any time in the preceding year been entrusted with a prominent public 

function by a state other than the United Kingdom or by the Community or by an 

international body. 

 

   2.2    Individuals who are  immediate family members, of a person listed in 2.1 above, which  

includes         

 

· a spouse; 

· a partner; 

· children and their spouses or partners; and 

· parents. 

 

   2.3   Individuals who are  known close associates, of a person listed in 2.1 above, which 

includes: 

 

· any individual who is known to have a joint beneficial ownership of a legal entity or 

legal arrangement, or any other close business relations with a person in 2.1 above. 

· any individual who has sole beneficial ownership of a legal entity or legal arrangement 

which is known to have been set up for the benefit of the person in 2.1 above. 
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3. Overseas Corporations 

 

Where the Customer is a non-UK company comparable documents to those for a UK company 

should be obtained and similarly one director or shareholder should be identified as set out for a 

UK company.  Care should be taken to verify the legal existence of the company and to ensure 

that any person purporting to act on behalf of the company is so authorised.  It is important to 

look behind the corporate identity to establish who has ultimate control. 

 

4.    Principal and agent relationships 

Where the customer is not acting as the principal but as agent then the identity and address of the 

actual principal should also be verified. 
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PART I 

PRIVATE INDIVIDUALS OR DIRECTORS/PARTNERS OF CORPORATE BODIES 

 

Standard Verification of Identity 

 

STEP ONE 

Ask the individual to confirm their full name, current residential address (and previous address if 

it has changed in the last three months), date of birth, nationality and country of residence. 

 

STEP TWO 

Verify the information based on documents produced by the individual or electronically (e.g. via 

a credit reference bureau) 

 

1. Face-to-face dealings   

Choose either: 

· One item from LIST A or 

· One item from LIST B and one item from LIST C 

 

and record the details as prescribed. 

 

2. Non face-to face dealings 

As 1. above, but consider whether an additional verification check is required; either 

an additional piece of information, an electronic verification or another measure, for 

example: 

· a)  Requiring any financial transaction to be effected via an account in the 

individual's name with a UK or EU regulated institution 

 

· b)  Making telephone contact via a verified home or business land line 

 

· c) Communicating with the individual at an address which has been verified 

  

· d)  Requiring any copy documents to be certified by an appropriate person. 

 

 

 

Non-standard verification of identity 

Where an individual or a transaction is considered higher risk, the standard verification 
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procedure may be inadequate.  This may arise, for example, where completion of the standard 

verification check has given rise to concerns.  In such cases, the number of matches required to be 

reasonably satisfied as to as to the individual's identity will increase.  If in doubt, seek advice 

from  the MLRO as to what is required in non-standard cases.   
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LIST A  

 

Government issued photographic ID with full name and address or DOB 

 

 

 

 IDENTIFICATION DOCUMENTS 

 

 

DETAILS  

TO BE RECORDED 

1 Valid full UK/EC signed Passport 

 

Name 

Passport Number 

Country of Issue 

Date of Issue 

Date of Birth 

 

2 Current UK or EEA photo-card driving 

licence (full or provisional) 

Name  

Licence Number 

Address 

Date of Birth 

Valid From and Valid to dates 

 

3 National identity card containing a 

photograph (non-UK nationals only) 

Names 

Number 

Country of Issue 

Date of Issue 

Date of Birth 

 

4 Firearms certificate or Shotgun licence Name 

Number 

Date 

Valid Until 

5 Identity card issued by the electoral office 

for Northern Ireland 

Name 

Number 

Date of issue 

Date of birth 
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LIST B 

 

Government-issued documents (without a photograph) which show the individual's full name 

  

 

 IDENTIFICATION DOCUMENTS DETAILS TO BE RECORDED 

1 Valid (old style) full UK driving 

licence 

Name 

 

Number 

 

Date of issue 

 

Valid until  

 

 

2 Housing benefit, council tax benefit 

or state pension statement 

Name 

 

Number 

 

Date 

 

 

3 Inland Revenue Self-Assessment 

Statement or Tax Demand 

(current tax year only) 

 

 

 

Tax Reference Number 

 

Date of Issue 

 

Name of Issuing Tax Office 

 

 

4 Tax demand or statement Name 

 

NI number 

 

Reference number 

 

Date 

 

5 Armed Forces Identity Cards Name 
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Services Number 

 

Rank Held 
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LIST C 

EITHER - a document issued by government, a judicial authority, public sector body or an FSA 

(or comparable) regulated firm which must incorporate the individual's full name and his 

residential address or his date of birth  

 

OR - confirmation of a visit to the home address 

 

1 Recent Utilities Bill or Statement not 

more than 3 months old (inc 

telephone, gas, water rates and 

electricity) - or similarly recent 

Certificate from a Utilities Supplier 

confirming an arrangement to pay 

for services on pre-payment terms 

 

Do not accept mobile phone bills or 

utility bills printed off the internet  

Customer Account Number 

 

Name of Utility 

 

Date of Bill 

 

2 Council Tax Bill or statement 

Not more than 12 months old 

Property Reference Number 

 

Name of Issuing Local Authority 

 

Date of Bill 

 

3 Bank, Building Society, Credit Union 

Statement or original Mortgage 

Statement from a regulated financial 

sector firm in the UK, EU or 

comparable jurisdiction  (not more 

than 12 months old or printed off the 

internet) or passbook containing 

current address 

Account Number 

 

Account Name 

 

Name of Bank or Lender 

 

Date of Statement 

 

Date of last entry in passbook 
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5 Medical Card National Health Service Number 

 

Date of Birth 

 

Name of Issuing Authority 

6 Current house or motor Insurance 

Certificate 

Insurance Company 

 

Policy Number 

 

Date 

 

 

7 Visit to customer's home address Details 

 

 

 

 

 

 

Part II –CORPORATE BODIES AND OTHER  

NON-PERSONAL ENTITIES 

 

(N.B for the purposes of ID verification, partnerships (including LLPs) and unincorporated businesses, if very 

well known, (e.g. law and accountancy firms) may be treated as publicly listed companies.  Otherwise they may be 

verified by checking their regulated status by reference to membership of the relevant professional body (law 

society or accountancy body).  If neither of these is applicable, they should be treated as private companies.) 

Standard Verification of Identity 

STEP ONE 

Obtain full name, registered number, registered office and business address (should be on 

letterhead/notepaper) 

 

For private companies only, also obtain names of all directors (or equivalent) and names of 

beneficial owners holding over 25% 

 

STEP TWO 

Verify the information 
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· If you are satisfied the company is listed, or a subsidiary of a listed company, or is 

regulated by the FSA or equivalent (i.e. a bank or building society) or OFGEM, OFWAT 

or OFCOM, you need take no further action.  This status may be self-evident, but for 

smaller or less well know companies, double check via the appropriate website. 

· Otherwise, you should undertake a search of the relevant company registry or obtain a 

copy of the certificate of incorporation and record; 

 

  - Company Number 

  - Registered Office Address 

  - Directors Names and addresses 

  - Shareholders names and addresses 

 

Non-standard verification of identity 

The standard evidence is likely to be sufficient for most corporate entities.  If, however, a higher 

risk is presented, additional evidence may be required.  Higher risk indicators may include 

entities which are; 

· smaller 

· opaque  

· lacking industry profile 

· based in less transparent jurisdictions 

· associated with a high risk territory or a politically exposed person (PEP) or 

· where the standard verification process has thrown up something unusual. 

 

Additional evidence may include verification of the identity of one or more directors or beneficial 

owners with a holding of over 25% (in accordance with the individual verification checklists).  

Special care must be taken in respect of any company with bearer shares, which make it difficult 

to identify the beneficial owners.  In such cases, a written undertaking must be obtained from the 

beneficial owner that they will provide immediate notification in the event of a transfer of shares 

to another party.      
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APPENDIX B 
 

IDENTITY VERIFICATION  

FORMS 
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IDENTITY VERIFICATION FORM  

PART I - PRIVATE INDIVIDUAL 

 

Please refer to verification checklists A, B and C and related notes in 

completing this form  

 

 

 

1 

 

 

Name (including aliases) 

 

 

 

 

 

 

 

2 

 

 

Address (including post code) 

 

 

 

 

 

 

 

 

 

3 

 

Telephone No (including area code) 

 

 

 

 

4 

 

Fax No (including area code) 

 

 

 

 

 

5 

 

E-mail address 

 

 

 

 

 

6 

 

Date of first contact (DD/M/YY) 

 

 

 

 

 

 

7 

 

 

Summary of transaction and party's 

involvement in it 
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8 

 

 

Acting as principal? 

(If no, identify principal on a separate 

form) 

 

 

 

 

YES/NO 

 

 

 

 

 

 

9 

 

 

Standard verification of customer's 

identity 

 

- Government issued photo ID 

(verification list A)  

 

OR 

 

- government issued non-photo ID 

showing full name  (list B)  

AND 

- document issued by government, 

judicial authority, public sector body or 

FSA regulated firm, showing address or 

DOB/home visit (list C) 

 

 

 

Document(s) Checked? 

 

 

 

Relevant details recorded? (LIST name, 
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address, DOB, document issuer, 

reference/account numbers, issue date, 

valid from and valid to dates as 

appropriate) 

 

 

 

Any other Relevant Details 

 

 

 

 

 

 

 

 

 

 

 

10  

 

 

Evidence of identity attached? 

 

 

If no, give reason; if yes specify 

 

 

YES/NO 

 

 

 

 

 

 

 

11  

 

Face-to-face contact? 

 

If no, what additional steps have been 

taken to verify identify?  

- telephone/ postal contact to verified 

land line number/residential or business 

address? 

- Certified documents? 

 - Electronic verification? 

 

 

 

YES/NO 

 

 

 

12 Is the customer a Politically Exposed 

Person? (Refer to paragraph 2 of 

Appendix A above) 

 

Is the customer an individual who has 

held a prominent public position or an 

immediate family member or a known 

close associate of such an individual? 

 

 

 

 

 

 

YES/NO 
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Resident outside the United Kingdom? 

 

At any time in the preceding year carried 

out a prominent public function for a 

state other than the UK, or for the 

Community, or for an international 

body? 

 

If yes to any of the above this must be 

referred to the MLRO for approval 

 

YES/NO 

 

 

 

YES/NO 

 

 

13 

 

Non-standard verification required?  (for 

higher risk customer/transaction) 

 

 

If yes give details of additional 

verification undertaken 

 

 

 

 

 

YES/NO 

 

 

 

 

14  

 

Evidence of identity satisfactory? 

 

 

 

 

 

 

 

 

 

15 

 

 

Signature and Reference 

 

 

 

 

 

Date 

 

 

 

…………………………... 

 

 

Ref ……… 
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16 

 

 

Signature and reference of MLRO 

 

 

 

…………………………... 

 

 

Ref ………… 

 

 

17 

 

Date business relationship/one-off 

transaction completed: 

 

 

 

 

 

18 

 

Record destruction date 

(5 years from the date in 16) 

 

 

 

 

 

Note:  This record must not be destroyed at the date of destruction if a report has been made to 

the Serious and Organised Crime Agency (SOCA) without reference first to SOCA. 

 

Notes: 

 

1 Copies of the evidence of identity and address must be attached. 

2 This form and supporting documents must be sent to the MLRO for filing. 
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IDENTITY VERIFICATION FORM  

 

PART II   - CORPORATE AND OTHER ENTITIES  

 

 

1 

 

Name (including trading names) 

 

 

 

 

 

 

2 

 

Type of legal entity (corporate, trust, etc) 

 

 

 

 

3 

 

Registered number (corporates) 

 

 

 

4 

 

Registered and business/location address 

(including post code): 

 

 

 

 

 

 

 

 

 

 

5 

 

Telephone Number  

(including area code): 

 

 

 

 

 

6 

 

Fax Number (including area code) 

 

 

 

 

 

7 

 

E-mail address 

 

 

 

 

 

8 

 

Country of incorporation 
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9 

 

Type of business 

 

 

 

 

 

10 

 

Regulatory body 

 

 

 

11 

 

Contact Director/Shareholder 

(Minimum of one name) 

 

 

 

 

 

12 

 

Names of principal beneficial owners 

(over 25%) 

 

 

 

 

13 

 

Date of first contact (DD/MM/YY) 

 

 

 

 

 

14 

 

Summary of transaction and role of party 

 

 

 

 

 

 

 

15 Acting as principal? 

(If no, identify principal on a separate 

form) 

YES/NO 

 

 

 

 

16 

 

Exemption from verification procedure 

 

a)  Is the Company (or its parent) a 

UK/EU bank or a building society, or 

otherwise FSA regulated? (if in doubt 

check the on-line FSA register 

 

 

 

 

YES/NO 
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(www.fsa.gov.uk) showing that 

authorisation by the FSA to carry on 

relevant business) 

 

 

b)  Is the company listed or its shares or 

securities traded on any other recognised, 

designated or approved exchange or 

subsidiaries (check if necessary via 

www.fsa.gov.uk ) 

 

c) Is the company a subsidiary of a 

company under b)? (If necessary, obtain 

evidence of listing of parent and of 

relationship to parent such as a copy of 

the latest annual return or extract from a 

reputable on-line provider). 

 

d) Is the company OFGEM, OFWAT or 

OFCOM regulated? 

 

e) Is it a well known accountancy or law 

firm? (if not sure, check details with the 

Law Society or relevant accountancy 

body) 

 

 

(if YES to any of above, give details and 

proceed to question 20) 

 

 

 

 

 

 

 

YES/NO 

 

 

 

 

 

YES/NO 

 

 

 

 

 

 

YES/NO 

 

 

YES/NO 

 

17 

 

Verification of identity - private 

companies 

 

Search of Companies House Register and 

or certificate of incorporation and 

record; 

- company name 
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- company  number 

- registered address 

- directors names and addresses 

- shareholders names and addresses 

- names of beneficial owners holding over 

25% 

 

18 Verification of identity – other bodies;  

 

a) NHS Trusts – evidence from 

Department of Health website, a 

certificate copy of the relevant resolution 

and evidence that the instructing 

representative is duly authorised. 

 

b)  Local authorities – evidence from 

Directory of Local Authorities, a 

certificated copy of the relevant 

resolution and evidence that the 

instructing representative is duly 

authorised. 

 

c)  Educational institutions – extract from 

relevant charter or Act and SI, showing 

creation and powers and evidence that 

the instructing representative is duly 

authorised. 

 

d)  Partnerships and limited partnerships 

– evidence of identity of partner 

instructing and one other partner, with 

satisfactory evidence of trading address 

(possibly from a directory or similar).   

 

Record relevant details 

19 

 

Non-standard verification required?  

(where higher risk indicators exist, e.g. 

smaller, opaque businesses, based 

overseas, involving politically exposed 

YES/NO 
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persons) 

 

If yes give details of additional 

verification undertaken (for example, 

separate individual identity verification 

for individual director(s) or 

shareholder(s) 

 

 

 

20 

 

Evidence of identity attached?   

(If no, give reason) 

 

YES/ NO 

 

 

 

 

 

 

 

21 

 

 

Evidence of identity satisfactory?  

(If no, please explain)   

 

 

YES/NO 

 

 

 

 

 

 

 

 

22 

 

 

Signature and reference  

 

 

…………………………….. 

 

 

Ref  ………………… 

 

 

 

 

 

23 

 

 

Signature and reference of MLRO 

 

 

 

……………………………… 
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Date 

 

Ref …………………. 

 

 

……../……./……. 

 

24 Date business relationship/one-off 

transaction completed 

 

 

……./……./……. 

 

25 Record destruction date 

(5 years from the date in 18) 

 

 

 

……/……/…… 

 

 

Note This record must not be destroyed at the date of destruction if a report has been made to the 

Serious and Organised Crime Agency (SOCA) without reference first to SOCA. 

 

Notes: 

 

1 'Corporate' bodies include listed and unlisted companies and partnerships. 

2 Copies of the evidence of identity and address must be attached. 

3 This form and supporting documents must be sent to the MLRO for filing. 
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APPENDIX C 

 

DISCLOSURE 

FORMS  
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DISCLOSURE FORM – PART 1 

 

Report to Money Laundering Reporting Officer 

 

 

Details of Employee: 

 

 

From    _________________________   Email/telephone Number ____________________ 

 

 

 

 

 

1 

 

Are you dealing with a transaction which 

might be a prohibited act under sections 

327-329 if the Proceeds of Crime Act 2002 

and which requires appropriate consent 

from the SOCA? 

 

 

YES/NO 

 

2 

 

Details of  Customer 

 

Identities of the person(s) subject to the 

enquiry 

 

Name 

(If a company/public body please indicate 

nature of business) 

 

Address 

 

 

 

 

Telephone Number (including area code) 
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Fax Number (including area code) 

 

 

 

3 

 

Copy of Identity Verification Form and 

evidence of identity attached? 

 

(If no, give reasons) 

 

 

 

 

 

 

 

YES/NO 

 

 

 

 

 

 

 

 

 

4 

 

 

 

 

Summary of transaction and customer's 

role  

 

 

 

 

 

 

 

 

 

 

 

5 

 

Value of transaction 

 

 

 

 

 

6 

 

Amount and source of funds 

(e.g.   cash, bank or other securities 

including account numbers) 
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7 

 

Destination of funds 

(including account numbers) 

 

 

 

 

 

 

8 

 

Reason for suspicion 

 

 

 

 

 

 

 

 

9 

 

Nature of suspicions 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

10 

 

 

To your knowledge, has any investigation 

been undertaken? 

 

 

YES/NO 
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(If yes, please include details) 

 

 

 

 

 

 

 

 

 

11 

 

 

Have you discussed your suspicions with 

anyone else? 

(If yes please specify below with whom, 

explaining reasons for such discussion and 

the outcome of the discussion.) 

 

 

 

 

 

 

YES/NO 

 

 

 

 

12 

 

 

Have you consulted any supervisory body 

for guidance? 

(e.g.  SOCA or professional body such as 

ICAEW).  If yes please provide details 

 

 

YES/NO 

 

 

 

 

 

 

 

 

 

13 

 

 

Do you feel you have a reasonable excuse 

for not disclosing the matter to SOCA?    

 

If yes please give full details  

 

 

 

YES/NO 
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MONEY LAUNDERING DISCLOSURE FORM – PART 2 

 

The following part of this form is for completion by the MLRO 

 

DETAILS OF THE MLRO 

 

 

Name    ____________________________________________________________    

(insert name of MLRO/deputy MLRO) 

 

 

Email /Telephone Number ____________________________________________ 

   

 

Date report received  ___________________________________ 

 

 

Date report acknowledged  __________________________ 

 

1 Report to SOCA? 

If no please state reasons 

 

 

 

 

 

If yes please confirm date of report to SOCA. 

YES/NO 

 

 

 

 

 

 

Signed  _____________________________ Dated _____________________ 

 

Once completed please forward this form to the MLRO.  Please do not discuss the 

content of this report with anyone you believe to be involved in the suspected money 

laundering activity described.  To do so may constitute a tipping off offence which 

carries a maximum penalty of 5 years imprisonment. 

Page 255



 
 

2 Details of liaison with SOCA regarding the report 

Name of SOCA person spoken to  

 

 

 

Notice period 

 

 

Moratorium period  

 

 

 

 

 

_______ to ______ 

 

 

_______ to ______ 

 

3 Is consent required from the SOCA to any ongoing or 

imminent transactions which would otherwise be 

prohibited acts? 

 

If yes has consent been obtained? 

 

 

Name of SOCA person spoken to 

 

Contact details 

 

 

 

Date consent received from SOCA 

 

 

 

Date consent given by you to employee 

 

 

YES/NO 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4 Report SOCA? 

 

If no please state reasons 

 

 

 

 

YES/NO 

5 Date consent given by you to employee for any prohibited  
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transactions to proceed 

 

 

6 Date business relationship /transaction completed 

 

 

 

7 Record destruction date (5 years from date at 6) 

 

 

 

 

 

 

 

 

 

 

 

Signed _____________________________________________ Dated _____________________ 

 

THIS REPORT TO BE RETAINED FOR AT LEAST FIVE YEARS UNLESS A REPORT HAS 
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APPENDIX 3 
TOWER HAMLETS ANTI BRIBERY POLICY 
 
 

Policy Statement - Anti Bribery 

Bribery is a criminal offence.  The Council does not, and will not, pay bribes or 
offer improper inducements to anyone for any purpose, nor do we or will we, 
accept bribes or improper inducements.  
 
To use a third party as a conduit to channel bribes to others is a criminal 
offence. We do not, and will not, engage indirectly in or otherwise encourage 
bribery.  
 
We are committed to the prevention, deterrence and detection of bribery. We 
have zero-tolerance towards bribery. We aim to maintain anti-bribery 
compliance “business as usual”, rather than as a one-off exercise. 
 

Objective of this policy 

This policy is intended to provide a coherent and consistent framework to 
enable the Council’s employees and others to understand and implement 
arrangements enabling compliance. In conjunction with related policies and 
key documents it will also enable employees to identify and effectively report 
a potential breach. 
 
We require that all people associated with the Council, including those 
permanently employed, temporary agency staff, Members and contractors: 
 

• act honestly and with integrity at all times and to safeguard the 
Council’s resources for which they are responsible 

 

• comply with the spirit, as well as the letter, of the laws and regulations 
of all jurisdictions in which the organisation operates, in respect of the 
lawful and responsible conduct of activities 

 

Scope of this policy 

This policy applies to all of the Council’s activities. For partners, joint ventures 
and suppliers, we will seek to promote the adoption of policies consistent with 
the principles set out in this policy. 
 
Within the Council, the responsibility to control the risk of bribery occurring 
resides at all levels of the organisation. It does not rest solely within 
assurance functions, but in all business units and corporate functions. 
 
This policy covers all personnel, including all levels and grades, those 
permanently employed, temporary agency staff, contractors, non-executives, 
agents, Members (including independent members), volunteers and 
consultants. 
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This Council’s commitment to action 

The Council commits to: 

• Setting out a clear anti-bribery policy and keeping it up to date 
 

• Making all employees aware of their responsibilities to adhere strictly to 
this policy at all times. 

 

• Training all employees so that they can recognise and avoid the use of 
bribery by themselves and others 

 

• Encouraging employees to be vigilant and to report any suspicions of 
bribery, providing them with suitable channels of communication and 
ensuring sensitive information is treated appropriately 

 

• Rigorously investigating instances of alleged bribery and assisting 
police and other appropriate authorities in any resultant prosecution 

 

• Taking firm and vigorous action against any individual(s) involved in 
bribery 

 

• Providing information to all employees to report breaches and 
suspected breaches of this policy 

 

• Dealing appropriately with bribery prevention as part of its procurement 
and contract monitoring processes. 

 

Bribery 

Bribery consists of offering or giving a financial or other advantage with the 
intention of inducing a person to improperly perform a relevant function or 
activity or to reward a person for the improper performance of such a function 
or activity.  A relevant function or activity includes any function of a public 
nature and any activity connected with a business 

 

The Bribery Act 

There are four key offences under the Act: 

• bribery of another person (section 1) 

• accepting a bribe (section 2) 

• bribing a foreign official (section 6) 

• failing to prevent bribery (section 7) 

 

The Bribery Act 2010 makes it an offence to offer, promise or give a bribe 
(Section 1).  It also makes it an offence to request, agree to receive, or accept 
a bribe (Section 2).  Section 6 of the Act creates a separate offence of bribing 
a foreign public official with the intention of obtaining or retaining business or 
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an advantage in the conduct of business.  There is also a corporate offence 
under Section 7 of failure by a commercial organisation to prevent bribery that 
is intended to obtain or retain business, or an advantage in the conduct of 
business, for the organisation. An organisation will have a defence to this 
corporate offence if it can show that it had in place adequate procedures 
designed to prevent bribery by or of persons associated with the organisation. 

 

Penalties 

An individual guilty of an offence under sections 1, 2 or 6 is liable: 

• On conviction in a magistrates court, to imprisonment for a maximum 
term of 12 months (six months in Northern Ireland), or to a fine not 
exceeding £5,000, or to both 

• On conviction in a crown court, to imprisonment for a maximum term of 
ten years, or to an unlimited fine, or both 

Organisations guilty of an offence under section 7 are liable to an unlimited 
fine. 

 

Are we a “commercial organisation”? 

The guidance states that a “commercial organisation” is any body formed in 
the United Kingdom and “...it does not matter if it pursues primarily charitable 
or educational aims or purely public functions. It will be caught if it engages in 
commercial activities, irrespective of the purpose for which profits are made.” 
 
Whether or not the Council is a “commercial organisation”, it is committed to 
meeting the standards set by the Bribery Act 2010. 
 

What are “adequate procedures”? 

The guidance issued under the Bribery Act 2010 sets out six principles 
relevant to whether an organisation has adequate bribery prevention 
procedures in place.  The Council is committed to proportional implementation 
of these principles and makes the specific commitments set out below. 
 

Principle 1: Proportionate procedures 

The Council has adopted this Anti Bribery Policy to set out its over-riding 
commitment to bribery prevention.  The Council has related codes of conduct 
and procedures that are listed later in the policy. 
 

Principle 2: Top level commitment 

This policy has been agreed by the Corporate Management Team and the 
Mayor, along with the related action around risk assessment, due diligence, 
communication, training, monitoring and review. 
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Principle 3: Risk Assessment 

The Council has identified key areas of risk in respect of property disposal, 
contract award and monitoring, sponsorship, grants and regulatory activity 
and enforcement.  These risks will be subject review and monitoring within 
service areas.  Regular risk reports will be considered by the Corporate 
Management Team and Members. 
Principle 4: Due diligence 

The Council applies due diligence procedures, taking a proportionate and risk-
based approach, in respect of persons or organisations with whom it seeks or 
will seek services, or provides or will provide services for, in order to mitigate 
identified bribery risks. 

Principle 5: Communication (including training) 

This policy will be appropriately publicised within the Council and externally.  
A programme of training will be conducted for employees and Members. 

Principle 6: Monitoring and review 

This policy and performance under the policy will be the subject of annual 
level by the Corporate Management Team and Members. 
 

Bribery is not tolerated 

It is unacceptable to: 

give, promise to give, or offer a payment, gift or hospitality with the 
expectation or hope that an advantage will be received, or to reward an 
advantage already given; 
give, promise to give, or offer a payment, gift or hospitality to a government 
official, agent or representative to "facilitate" or expedite a routine procedure; 
accept payment from a third party that you know or suspect is offered with the 
expectation that it will obtain an advantage for them; 
accept a gift or hospitality from a third party if you know or suspect that it is 
offered or provided with an expectation that an advantage will be provided by 
us in return; 
retaliate against or threaten a person who has refused to commit a bribery 
offence or who has raised concerns under this policy; 
engage in activity in breach of this policy. 
 

Facilitation payments 

Facilitation payments are not tolerated and are illegal. Facilitation payments 
are unofficial payments made to public officials in order to secure or expedite 
actions.  
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Gifts and hospitality 

This policy is not meant to change the requirements of our gifts and hospitality 
policy set out in the Employees’ Code of Conduct.  This makes it clear that: 

� A register of gifts and hospitality is maintained for each directorate. 

� Hospitality may be offered to organisations on the Council’s premises 
but only with the express permission of the service head or chief officer 
and on a scale appropriate to the occasion. 

� Employees should return or refuse gifts, hospitality or favours that 
could put them in a compromising position or render them liable to 
accusations by other parties. 

� Employees should not ask for any reward, tip, gift, Christmas box or 
other inducement and should not put themselves in debt to someone 
where this could influence their work. 

� There may be occasions where some personal hospitality or small gift 
is permissible, but this should be discussed with the chief officer and 
permission obtained. 

� Before accepting a gift or hospitality, consideration should always be 
given to: the timing of decisions for letting contracts; the type of gift or 
hospitality; whether the firm may benefit from the Council’s goodwill; 
whether the firm is seeking or has a contract; whether the visit is 
instructive or social; the scale and location of the hospitality and 
whether it falls in working hours; the frequency of the hospitality; and 
whether it is directed to a single person or a group. 

Members remain subject to the Code of Conduct for Members, under which 
they make the following commitments: 

� A commitment to honesty and integrity and a duty to uphold the law. 

� To conduct themselves so as not to bring the Council into disrepute. 

� Not to use or attempt to use their positions improperly to confer on or to 
secure (for themselves or another person) an advantage or 
disadvantage. 

� To declare personal and prejudicial interests in the business of the 
authority. 

� To have specified personal interests recorded in a register. 

 

Public contracts and failure to prevent bribery 

The Council’s commitment to prevent bribery is reflected in its procurement 
procedures. 

Under the Public Contracts Regulations 2006 (which gives effect to EU law in 
the UK), a company is automatically and perpetually debarred from competing 
for public contracts where it is convicted of a corruption offence. There are no 
plans to amend the 2006 Regulations for this to include the crime of failure to 
prevent bribery. Organisations that are convicted of failing to prevent bribery 
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are not automatically barred from participating in tenders for public contracts. 
This organisation has the discretion to exclude organisations convicted of this 
offence. 

 

Staff responsibilities 

The prevention, detection and reporting of bribery and other forms of 
corruption are the responsibility of all those working for the organisation or 
under its control.  All staff must avoid activity that breaches this policy.  Staff 
must comply with their terms and conditions of employment and the 
Employees’ Code of Conduct. 

Staff must: 

• Read, understand and comply with this policy 

• Raise concerns as soon as possible if they believe or suspect that a 
conflict with this policy has occurred, or may occur in the future. 

As well as the possibility of civil and criminal prosecution, staff that breach this 
policy will face disciplinary action, which could result in dismissal for gross 
misconduct.  

 

Raising a concern 

This organisation is committed to ensuring that all of us have a safe, reliable, 
and confidential way of reporting any suspicious activity. We want each and 
every member of staff to know how they can raise concerns.  

We all have a responsibility to help detect, prevent and report instances of 
bribery. If you have a concern regarding a suspected instance of bribery or 
corruption, please speak up – your information and assistance will help. The 
sooner you act, the sooner it can be resolved.  

There are multiple channels to help you raise concerns. Staff can view the 
whistleblowing process at: 

http://towernet/Intranet/staff_services/business_planning/internal_audit/anti_fr
aud_strategy/whistleblowing_process.aspx 

Staffs that refuse to accept or offer a bribe, or those who raise concerns or 
report wrongdoing can understandably be worried about the repercussions. 
We aim to encourage openness and will support anyone who raises a 
genuine concern in good faith under this policy, even if they turn out to be 
mistaken. 

We are committed to ensuring nobody suffers detrimental treatment through 
refusing to take part in bribery or corruption, or because of reporting a 
concern in good faith. 

Any external person who wishes to report a concern about bribery may do so 
by contacting any of the following – 

Tony Qayum, Head of Audit Services, 020 7364 4773 

Minesh Jani, Service Head – Risk Management, 020 7364 0738 
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Isabella Freeman, Assistant Chief Executive (Legal), 020 7364 4800 

If you have any questions about these procedures, please contact Tony 
Qayum. 

 

Other relevant policies 

Fraud and Corruption policy 

Anti money laundering policy  

Whistleblowing policy 

Employees’ Code of Conduct 

Code of Conduct for Members 

Procurement procedures 

 

Useful links 

CIPFA Better Governance Forum CIPFA Better Governance Forum - CIPFA 
Networks 

The Bribery Act Bribery Act 2010 

Bribery Act final guidance 
http://www.cipfanetworks.net/fileupload/upload/briberyact2010guidance14201
1261754.pdf 

Bribery Act quick start guide 
http://www.cipfanetworks.net/governance/documentation/download_open.asp
?sref=TV4PXC437&filename=http://www.cipfanetworks.net/fileupload/upload/
briberyact2010quickstartguide142011271739.pdf 

Joint Prosecution Guidance 
http://www.cipfanetworks.net/governance/documentation/download_open.asp
?sref=7VT489337&filename=http://www.cipfanetworks.net/fileupload/upload/B
RIBERY%20ACT%202010%20JOINT%20PROSECUTION%20GUIDANCE14
2011281730.pdf 

National Fraud Authority National Fraud Authority 

Transparency International Transparency International UK 

Public Concern at Work Public Concern at Work - Making Whistleblowing 
Work - 0207 404 6609 

The British Standards Institution (Code of Practice on whistleblowing 
arrangements 2008, Anti Bribery Management System Standard late 2011) 
BSI: Standards, Training, Testing, Assessment & Certification 

Department for Business Innovation and Skills (Blowing the whistle to a 
prescribed person) 
http://www.direct.gov.uk/prod_consum_dg/groups/dg_digitalassets/@dg/@en/
@employ/documents/digitalasset/dg_177605.pdf 
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REPORT TO: 

 

Audit Committee 
 

DATE 

 

20 March 2012 

CLASSIFICATION 

 
   

REPORT NO. AGENDA NO. 

 
5.4  

 
REPORT OF: 

 
Corporate Director, Resources  
 
ORIGINATING OFFICER(S): 
 
Minesh Jani, Head of Audit and Risk 
Management 

 

 
 
Department for Communities and 
Local Government Consultation – 
“Social Housing Fraud” 
 
 Ward(s) Affected: N/A 

 
 
1. Summary  
 
1.1. This report updates the Audit Committee on the Government’s plans for dealing 

with Social Housing Fraud.  
 
 
2. Recommendation  
 
2.1. The Audit Committee is asked to note the report and to consider the draft 
 response to the consultation at Appendix A. 
 
 
 
3. Background  
 
3.1. Social Housing Fraud involves such matters as unlawful sub-letting or passing on 

of social housing tenancies and fraudulent applications to succeed to tenancies. 
It could also be held to include fraudulent applications for access to social 
housing through the common housing register.  The Department for Communities 
and Local Government (DCLG) raised concerns about Social Housing Fraud in 
its publication “Tackling Unlawful Subletting and Occupancy: Good Practice 
Guidance for Social Landlords” (November 2009). 

 
3.2. Since its publication both the Secretary of State for Communities and Local 

Government and the Minister for Housing and Local Government, the National 
Fraud Authority and the Audit Commission have stressed the cost such fraud 
represents to the public purse and the need for local authorities and social 
landords to put in measures to detect and deter such fraud. 
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3.3. The Audit Commission in its recent publication, “Protecting the Public Purse 

2011” has estimated that there may be 50,000 properties in England that may be 
unlawfully occupied, and that for London, the percentage of properties may be up 
to 5% of the capital’s housing stock.  The National Fraud Authority estimates the 
cost of tenancy fraud as £900M per annum. 

 
3.3. In response to this type of fraud, the Audit Committee has previously received 

reports indicating that the Council has established a Corporate Fraud Team 
which includes 3 officers (currently supplemented by one agency employee 
funded by Tower Hamlets Homes but working under the Corporate Fraud 
Manager) whose primary function is to investigate sub-letting and other housing 
fraud and recover properties. 

 
3.4 The DCLG launched a formal consultation on the topic of Social Housing Fraud 

on 11 January 2012 with an end date of 4 April 2012.  This consultations seeks 
the views of interested bodies on whether stronger measures need to be 
considered to enable social housing fraud to be tackled more robustly and 
whether criminal rather than purely civil penalties should apply to those 
committing such fraud.   

 
3.5 The Council’s proposed response is attached at Appendix A and the Consultation 

Document in its entirety can be found at Appendix B. 
 
 
4. Scope of the Consultation 
 
4.1 The main areas where landlord views are being sought are: 
 

• whether a new criminal offence should be created in relation to Social 
Housing Fraud; 

 

• what should be the definition of tenancy fraud; 
 

• consideration of whether local authorities’ powers should be extended top 
cover tenancy fraud and related issues; 

 

• whether defined powers to request disclosure of data to assist in the 
investigation of Social Housing Fraud should be introduced; and 

 

• how people living away from their homes should be considered. 
 
4.2 To illicit landlords’ views on its proposals, the consultation document sets out, 

under the main points highlighted above, thirteen questions. The authority’s 
response to these is set out in Appendix A below.  
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5. Comments of the Chief Financial Officer 
 
5.1 These are contained within the body of this report. 

 
6. Concurrent Report of the Assistant Chief Executive (Legal Services) 
 
6.1 There are no immediate legal implications arising from this report. 

 
7. One Tower Hamlets 
 
7.1 There are no specific one Tower Hamlets considerations. 
 
7.2 There are no specific Anti-Poverty issues arising from this report. 

 
 

8. Risk Management Implications 
 
8.1 This report highlights changes in the governance of the Council. The proposals 

set out in this document will result in how the organisation deals with tenancy 
fraud. There are no specific risk implications at this stage. 
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Appendix A 
 
Draft Response to DCLG Consultation on Social Housing Fraud 
 
Date: 4th March 2012 
 

Background 

The Department for Communities and Local Government (CLG) is consulting on 
proposals intended to reduce the level of tenancy fraud within the social housing stock. 
The consultation period concludes on the 4th April 2012. 
 
Under proposals set out in the consultation document, Social housing fraud, illegal sub-
letting will become a criminal act and tenants who abuse the social housing system by 
unlawfully subletting their property could face a fine of up £50,000 or two years in prison. 
The measures are intended to be a strong deterrent to tenants and increase landlords' 
ability to detect and prosecute those responsible for social housing fraud. The 
consultation document also includes proposals to allow social landlords to obtain any 
profits made from fraudulent sub-letting. 

Tower Hamlets is a borough with a high level of housing need, we have a housing 
waiting list of over 23,500 households, of which some 9,000 live in over-crowded 
conditions. Social housing tenancy fraud deny many of those households access to a 
decent home; therefore the council is fully supportive of any measures which will 
prevents the inappropriate use of social housing  through illegal sub-letting. 

Attached is an outline draft of a response to the questions set in the consultation 
document, compiled mainly by the Council’s Corporate Fraud Team. Ultimately we seek 
to put together a single response which represents the collective view of the council and 
its social housing landlord partners. We welcome all view on this consultation. Please 
send all responses, by 28th March 2012 to: 

Anthony.jones@towerhamlets.gov.uk. 
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RESPONSE TO SOCIAL HOUSING FRAUD CONSULTATION QUESTIONS 
  
Question 1 -  Do you agree that a new criminal offence should be created? 
 
The authority agrees that a new criminal offence related to Social Housing Fraud should 
be created.  We hold that the misuse of social housing represents not only a huge cost 
to the public purse as stated in Chapter 1 of the consultation document but also impacts 
on the ability of social landlords to meet genuine housing need.  There is, therefore, a 
harmful effect on communities. 
 
Question 2 -  What would you consider to be a suitable maximum penalty 

for a Crown Court conviction for tenancy fraud? 
 
The authority considers that the penalties proposed in Paragraph 59 in respect of 
proceedings in Magistrates Court and Crown Court are appropriate.  We hold that there 
needs to be a suitable deterrent. 
 
Question 3 - Do you agree with our core proposal to give a broad definition 

to ‘tenancy fraud’? Which forms should be included? 
 
The authority is in agreement with the proposal that a broad definition should be given 
to “tenancy fraud”. 
 
The main forms mentioned in consultation should be included in this definition.  In 
addition we would recommend: 
 

• including fraudulent succession claims under S87 of the Housing Act 1985;  this 
should apply not only where the fraud is discovered after the succession has 
taken place but should also be made an offence where the fraudulent claim has 
been made and rejected whether the applicant then abandons the claim or if the 
landlord needs to take civil action for possession; 

 

• Section 171 of the Housing Act 1996 makes it an offence attracting a fine up to 
Level 5 on the standard scale to make a false statement or to withhold 
information reasonably required in respect of an application to be place on the 
Housing Register.  This is an offence whether or not the application has resulted 
in the applicant gaining a tenancy.  Ground 5 of Schedule 2 to the Housing Act 
1985 allows that the Court may grant possession where the landlord was induced 
to grant a tenancy by a false statement made recklessly or knowingly by the 
tenant or a person action on the tenant’s instigation. We are of the view that 
where a tenancy has been granted as a result of a fraudulent housing application 
this should now be included in the offence proposed in Paragraph 59. 
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Question 4 -  Do you agree that restitutionary payments should be 

introduced and, if so, should they be available in both the civil 
and the criminal court? 

 
We agree that restitutory payments should be introduced and should be available in 
both the civil and criminal courts.  Awards made by the Courts in such circumstances 
could be used to fund the process of investigating housing fraud and reduce the cost 
burden on landlords. 
 
Question 5 -  Should local authorities have the power to prosecute for 

tenancy fraud? 
 
Given the role of local authorities as local housing authorities it appears reasonable that 
their powers should be extended to allow for bringing criminal prosecutions for Social 
Housing Fraud and this could allow the local authority to bring prosecutions on behalf of 
housing associations.  Although such powers could be granted to housing associations 
(their position as “public bodies” seeming to have been settled since R (Weaver) v 
London & Quadrant 2009) Local Authorities have experience in prosecutions and are in 
partnership with most housing associations operating in their boroughs. 
 
Question 6 -  Do you agree that a mandatory gateway should be introduced? 
 
We agree that a mandatory gateway should be introduced.  A major obstacle to 
successful investigation is the difficulty experienced in gaining evidence.  Many 
agencies are unwilling to disclose data even where this is permitted under the terms of 
the Data Protection Act 1998. 
 
Question 7 -  Do you agree that a mandatory gateway should cover banks, 

building societies and utility companies? Should other data 
holders be included? 

 
We agree that a mandatory gateway should cover banks, building societies and utility 
companies.  In addition we believe that this should also cover: 
 

• estate agents and letting agencies; 

• educational establishments:  schools, colleges, universities; 

• employers; 

• HRMC; 

• DWP; 

• UKBA; 

• DVLC; 

• Child Benefit Agency; 

• other local authorities; and 

• residential social landlords. 
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Question 8 -  How should the ‘intention to return’ be amended? What would 
be an appropriate period of time for which a tenant could be 
absent? What would constitute a necessary absence and what 
would constitute a voluntary absence? 

 
There needs to be statutory clarity relating to the “intention to return”.  Certainly 
absence from the tenanted home where this is for a stay in hospital, visiting relatives 
whether in the UK or overseas, for the purposes of work either in the UK or overseas for 
instance should be permitted providing that the landlord is notified at the earliest 
opportunity of the absence and the landlord has acknowledged the notification.  For 
visits or for work this should be prior to departure.  We feel that it would, however, be 
appropriate to place a time limit on such an absence. We suggest such notified absence 
should be allowable for an initial period of 1 year with extensions to this period when 
supported by evidence and a firm statement of intent to return.  However, this cannot be 
indefinite and a maximum limit on absence from the home could be, say, 3 years. 
 
Where, however, no notice has been given to the landlord and it has been discovered 
that the tenant is living elsewhere then we hold that no defence of “intention to return” 
should be allowed where the absence can be shown to exceed, say, six months. 
 
Mere absence from or abandonment of the tenancy would not constitute fraud. 
 
Question 9 -  Should assured tenancies be brought into line with secure 

tenancies meaning that status cannot be regained once the 
whole of the property has been sublet? 

 
That the Housing Act 1998 in relation to Assured Tenancies contains no provision 
analogous to S93 of the Housing Act 1985 is an anomaly which makes the process of 
dealing with Social Housing Fraud by housing associations more difficult to tackle.  We 
agree that in this respect assured tenancies should be brought in line with secure 
tenancies. 
 
There are a number of differences between assured and secure tenancies, most 
notably grounds for possession.  There may grounds for consultation as to whether 
these should be rationalised. 
 
Question 10 -  As a social landlord, which factors would you consider when 

deciding whether to pursue a case using the criminal rather 
than civil route, e.g. strength of evidence, length of time the 
home had been unlawfully occupied, amount of money 
involved, history of the tenant, etc.? How often do you think 
you would pursue cases using the criminal rather than civil 
route? 

 
There are a number of factors which we would consider such as the age or other 
vulnerability of the tenant.  Generally we would consider prosecution where: 
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• there is sufficient evidence to meet the burden of proof in the criminal courts; 

• it is in the public interest to so do; 

• there has been deception (e.g.  the social tenant letting the property has posed 
as a home owner or the let has been made through an estate agent or other 
accommodation agency). 

 
Question 11 -  As a social landlord, how would the creation of a new criminal 

offence influence the likelihood of you taking cases of tenancy 
fraud to court rather than simply accepting a tenant’s 
voluntary termination of their tenancy? 

 
The authority believes that a majority of tenancy fraud cases will still be concluded with 
a voluntary termination of the tenancy. The main issue which will restrict the number of 
cases taken to court is the volume of data needed to obtain a criminal conviction. It is 
likely that criminal action will be taken in cases where there is evidence of persistent 
illegal subletting over a period of time, or organised activity or marked profiteering. 
 
Question 12 -  As a local authority, how many requests for data for matters 

related to tenancy fraud would you envisage submitting per 
year, and to what type of organisation would you expect the 
majority of your requests to be submitted? 

 
This is difficult to quantify.  Experience shows that each case involves different avenues 
of enquiry.  It has been clear to us, however, that our ability to resolve investigations 
speedily would be enhanced by the ability to require disclosure of data from more data 
controllers.  Our Social Housing Fraud team is currently investigating nearly 200 cases.  
On this basis we might make a potential 800+ data requests per year. 
 
 
Question 13 -  As a data-holder, what do you believe would be the unit cost of 

processing a data request? 
 
The only figure we can quote here is taken from the Freedom of Information, 
Appropriate Limit and Fees Regulations 2004 and equates to £25 per hour.  In reality a 
response to the nature of enquiry we would be likely to receive would take no more than 
ten minutes to respond to.  We would not see any data requests we receive from other 
Local Authorities as cost issue as there is reciprocation. 
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5.5  
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                         N/A 

 

 

 
1. Summary 

1.1 This report is one of a number through the financial year that advises the Committee 
 on the treasury management activity relating to the investment of cash balances: this 
report covers the ten months to 31 January 2012.  

 

1.2 The report details the credit criteria that govern the investments and which form part of 
the Council’s Annual Treasury Management Strategy together with an analysis of the 
 investment portfolio and the projected investment returns. 

 

2. Recommendations 
 

2.1 The Committee is asked to note the report. 

 

3. Reasons for Decisions 

3.1 The Local Government Act 2003 and the Local Authorities (Capital Finance and 
 Accounting) Regulations 2003 require that regular reports be submitted to 
 Council/Committee detailing the council’s treasury management activities. 

3.2  The regular reporting of treasury management activities should assist in ensuring that 
 Members are able to scrutinise officer decisions and monitor progress on 
 implementation of investment strategy as approved by Full Council. 

4. Alternative Options 

4.1 The Council is bound by legislation to have regard to the Treasury Management (TM) 
Code. The Code requires that the Council or a sub-committee of the Council (Audit 
Committee) should receive regular monitoring reports on treasury management 
activities. 
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4.2 If the Council were to deviate from those requirements, there would need to be 
some good reason for doing so.  It is not considered that there is any such reason, 
having regard to the need to ensure that Members are kept informed about 
treasury management activities and to ensure that these activities are in line with 
the investment strategy approved by the Council. 

5 Background 
 
5.1 The Council’s Treasury Management Strategy was approved on 8 March 2011 and 

subsequently updated at 25 January 2012 Full Council. The strategy sets out the 
criteria which govern the treasury management activity for prudential borrowing to fund 
the capital programme and the investment of cash balances over the financial year 
2011-12 and covers the following: 

 
• Treasury limits in force which will limit the treasury risk and activities of the 

Council; 
• Prudential and Treasury Indicator; 
• The current treasury position; 
• Prospects for interest rates; 
• The borrowing strategy (including policy on borrowing in advance of need); 
• Debt Rescheduling; 
• The Investment Strategy; 
• Credit Worthiness Policy’ 
• Policy on use of external service providers; and 
• The Minimum Revenue Provision (MRP) Strategy 

 

5.2 This report focuses on the investment of cash balances which are governed by the 
criteria set out as part of the investment strategy. The principles that underpin both the 
strategy and criteria are:  

• the security of capital; 

• the liquidity of investments to ensure that the Council has cash 
available to discharge its liabilities as necessary and that; 

• within these priorities, the Council will also aim to achieve the optimum 
return on its investments commensurate with appropriate levels of 
security and liquidity; and 

• all investments will be in Sterling. 

5.3   The criteria classify investment products as either “specified” or “non-specified” as 
defined within the Department of Communities and Local Government’s Guidance 
on Local Government Investments. 
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Specified Investments:  

 

5.4 All specified investments will be sterling denominated, with maturities up to 
maximum of 1 year, meeting the minimum ‘high credit’ quality criteria where 
applicable. The council will continue its policy of lending surplus cash to 
counterparties that have high credit ratings, defining ‘high credit rating’ as being 
F1+ Fitch short-term and AA- long-term credit rating. 

 

 Table 1 

Institution Minimum High 
Credit Criteria 

Use Limit 

Debt Management Office (DMO) Deposit 
Facility 

Not applicable In-house £100m* 

Term deposits – Other Local Authorities  Not applicable In-house £10m**

Term deposits – banks and building societies  Short-term F1+,  
Long-term AA- 

In-house  £30m 

Institutions with Government guarantee on ALL 
deposits by high credit rated (sovereign rating) 
countries. 

Sovereign rating In-house  £30m 

UK Government Gilts Long Term AAA In-house  £20m 

Institutions with UK Government support. 
Sovereign rating In-house £30m 

Institutions that are owned/part owned by the 
UK Government 

Sovereign rating In-house £45m 

Collective Investment Schemes structured 
as Open Ended Investment Companies 
(OEICs) 

 

Money Market Funds AAA rated In-house £10m 

* Although limit has been set at £100m for the DMO, in reality there is no restriction on placement with the UK government. 

 ** The group limit for local authorities has been set at £100m. 

 

 Non-Specified Investments:  

5.5 All investments that do not qualify as specified investment are termed non-specified 
investments. The credit criteria for non-specified investments are detailed in table 2 
over the page.  
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 Table 2 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6. Current Investment Performance and Portfolio 

 

6.1 The cash management services undertaken by the treasury team and supported by an 
external advisor, Sector, which has a lead role in ensuring that the counter party list of 
those financial institutions that meet the Council’s investment criteria is updated daily 
and that total allocation to each counterparty does not exceed the proscribed limits. 

6.2 In addition to providing cash management services, Sector also supports the on-going 
development of the wider treasury management policy, including interest rate 
projections which obviously represent a key factor in determining day-to-day 
investment decisions. Sector’s current interest rate projections are that base rate will 
remain static at 0.50% for the medium term with no movement in rates likely until the 
third quarter of 2013.   

6.3 The Council’s bankers, the Co-operative Bank plc, are used as depositors of last 
resort for investment of any surplus cash received after the treasury transactions 
have been completed and the money markets have closed each day. 

6.4 The investment strategy (as set out in Section 5 above) within the constraints of the 
Council’s credit criteria and liquidity requirements is reflected in the current portfolio 
detailed in the table below. 

 

 

 

 

 

 

 

 

 

 

Institution Minimum High 
Credit Criteria 

Use Limit 

Term deposits –  Banks and Building 
Societies  

Sovereign rating AAA 
Short-term F1+,  
Long-term AA- 

In-house  £25m 

Structured Deposits: Fixed term 
deposits with variable rate and 
variable maturities 

Sovereign rating AAA 
Short-term rating F1+ 

Long-
term 
rating 
AA- 

In-house £25m 

UK Government Gilts Long Term AAA In-house  £25m 
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Investment Portfolio as at 31 January 2012 

 

Projection Actual Deal 
Term Amount 

£M 
Rate  

% 
Counterparty Maturity Amount 

£M 
Rate 

% 

40.000 0.80% Bank of Scotland Call 5.000 0.75% 

  0.50% Goldman Sachs MMF 10.000 0.64% 

  0.50% Ignis MMF 10.000 0.82% 

  0.50% Insight MMF 10.000 0.77% 

Overnight 
 
 
 
 

    DMO Call 3.800 0.25% 

              

      SUB TOTAL   38.800   

              

25.000 0.75% Barclays 02-Mar-12 5.000 0.90% 

    Barclays 05-Mar-12 10.000 1.29% 

    OCBC 04-Apr-12 10.000 0.75% 

    Bank of Scotland 05-Apr-12 10.000 2.10% 

    Royal Bank of Scotland 11-Apr-12 10.000 1.23% 

    Cater Allen (Santander) 12-Apr-12 5.000 2.50% 

3 Months 
  
  
  
  
  
  

    Bank of Scotland 27-Apr-12 5.000 2.10% 

              

20.000 1.20% Barclays 04-May-12 5.000 1.55% 

    Barclays 10-May-12 5.000 1.23% 

    Cater Allen (Santander) 14-May-12 5.000 2.50% 

    Royal Bank of Scotland 12-Jun-12 10.000 1.31% 

    Cater Allen (Santander) 19-Jul-12 5.000 2.50% 

    Bank of Scotland 27-Jul-12 5.000 2.65% 

6 Months 

  
  
  
  
  
  

    Bank of Scotland 27-Jul-12 5.000 2.65% 

              

20.000 1.40% Barclays 10-Aug-12 5.000 1.50% 

    Nationwide 10-Aug-12 10.000 1.44% 

    Nationwide 07-Sep-12 5.000 1.55% 

9 Months 
  
  
  

    Bank of Scotland 27-Oct-12 5.000 2.00% 

              

20.000 1.75% Bank of Scotland 13-Feb-13 5.000 3.10% 

    Bank of Scotland 13-Feb-13 5.000 3.10% 

    Royal Bank of Scotland 03-Jan-14 10.000 4.00% 

12 Months 
and over 
  
  
  

    Royal Bank of Scotland 27-Jan-15 5.000 3.35% 

              

      SUB TOTAL   145.000   

             

  150.000   TOTAL   183.800   
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6.5 The Council’s exposure to any one counterparty/group is represented by the below 
chart including exposure as a percentage of total assets invested as at 31 January 
2012. 

Counterparty Exposure

24.5%

16.3%

8.2%

19.0%

8.2%

5.4%

2.1%

5.4% 5.4% 5.4%

-

5

10

15

20

25

30

35

40

45

50

Ban
k 
of

 S
co

tla
nd

Bar
cl
ay

s

N
at

io
nw

id
e

R
oy

al
 B

an
k 
of

 S
co

tla
nd

C
at

er
 A

lle
n 

(S
an

ta
nd

er
)

Ig
ni

s

D
M

O

G
ol
dm

an 
Sac

hs

In
si
gh

t

O
C
BC

£
 m

il
li

o
n

s

0%

5%

10%

15%

20%

25%

30%

 

6.6 The Council uses Fitch ratings (or equivalent from other agencies if Fitch does not 
provide a rating) to derive its counterparty criteria, but will take into consideration 
ratings from all three main credit ratings providers when compiling its counterparty list. 
The Council will take an overall view on its counterparties so that an organisation could 
be removed from the list if the predominant view of the organisation is pessimistic. 
Where the overall view of the three main ratings agency is pessimistic, the Council is 
likely to adopt the most pessimistic of the available ratings.  

6.7 However, on-going uncertainty in the financial markets allied to further downgrades in 
the Fitch ratings for erstwhile established financial institutions (following changes in the 
ratings methodology used by Fitch) have further squeezed an already limited 
counterparty list and underlined the need for the Council to keep it’s investment 
strategy under constant review.  

6.8 The credit rating downgrades and associated sovereign and counterparty restrictions 
has led to more short term deposits within the portfolio than would otherwise have 
been anticipated. This position has been further exacerbated by some major financial 
institutions, which meet all of our investment criteria, either not being active in the 
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treasury market or requiring a level of deposit and duration which is beyond the 
liquidity position of the Council.  

6.9 If this position continues for a protracted period then this will have a detrimental affect 
on the level of investment returns.  

 

 

7 Investment Returns 

7.1 Investment returns since inception of the cash management arrangement with 
Sector has been consistently above the portfolio benchmark and the London 
Interbank Bid Rate (LIBID). Performance has been improved during the financial 
year and currently stands at 1.55%. 

7.2 The projected investment return in 2011/12 is £2.9m with average cash balances 
of some £190m which is broadly in line with the cash flow forecast for the year. 
The Council has outperformed benchmark of 1.25% for most of the year and 
returns have been significantly above the 7 day London Interbank Bid Rate 
(LIBID), which currently stands at 0.50%. Although, the level of balances held in 
call accounts and overnight is still high at 21% in January 2012.  

7.3 The table details performance of investments compared to the 7 day LIBD rate. 

 

8. Comments of the Chief Financial Officer 
 
8.1. The comments of the Corporate Director Resources have been incorporated into 

the report. 

 
9. Concurrent Report of the Assistant Chief Executive (Legal) 
 

9.1. Treasury management activities cover the management of the Council’s investments 
and cash flows, its banking, money market and capital market transactions, the 
effective control of risks associated with those activities and the pursuit of optimum 
performance consistent with those risks.  The Local Government Act 2003 provides a 
framework for the capital finance of local authorities.  It provides a power to borrow and 
imposes a duty on local authorities to determine an affordable borrowing limit.  It 
provides a power to invest.  Fundamental to the operation of the scheme is an 
understanding that authorities will have regard to proper accounting practices 
recommended by the Chartered Institute of Public Finance and Accountancy (CIPFA) 
in carrying out capital finance functions. 

Period LBTH 
Performance 

7Day 
LIBID 

(Under)/Over 
Performance 

Full Year 2010/11 0.99% 0.43% 0.56% 

Quarter 1 2011/12 1.15% 0.46% 0.69% 

Quarter 2 2011/12 1.28% 0.48% 0.80% 

Quarter 3 2011/12 1.38% 0.50% 0.88% 

January 2012 1.43% 0.50% 0.93% 

Average for 2011/12 1.25% 0.47% 0.77% 
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9.2. The Local Authorities (Capital Finance and Accounting) (England) Regulations 2003 
require the Council to have regard to the CIPFA publication “Treasury Management in 
the Public Services: Code of Practice and Cross-Sectoral Guidance Notes” (“the 
Treasury Management Code”) in carrying out capital finance functions under the Local 
Government Act 2003.  If after having regard to the Treasury Management Code the 
Council wished not to follow it, there would need to be some good reason for such 
deviation. 

9.3. The Treasury Management Code requires as a minimum that there be a practice of 
regular reporting on treasury management activities and risks to the responsible 
committee and that these should be scrutinised by that committee.  Under the Council’s 
Constitution, the audit committee has the functions of monitoring the Council’s risk 
management arrangements and making arrangements for the proper administration of 
the Council’s affairs. 

10. One Tower Hamlets Considerations 
 

10.1 Interest on the Council’s cash flow has historically contributed significantly towards 
the budget resources.  

 
 

11. Sustainable Action for Greener Environment  
 
11.1 There are no Sustainable Actions for A Greener Environment implications. 
 
 

12. Risk Management Implications  

12.1 Any form of investment inevitably involves a degree of risk. To minimise risk the 
investment strategy has restricted exposure of council cash balances to UK backed 
banks or institutions with the highest short term rating or strong long term rating. 

 
 

13 Crime and Disorder Reduction Implications  

13.1 There are no crime and disorder reduction implications arising from this report. 

14 Efficiency Statement 

14.1 Monitoring and reporting of treasury management activities ensures the Council 
optimises the use of its monetary resources within the constraints placed on the 
Council by statute, appropriate management of risk and operational requirements. 

 

LOCAL GOVERNMENT ACT 1972 (AS AMENDED) SECTION 100D 
LIST OF "BACKGROUND PAPERS" USED IN THE PREPARATION OF THIS REPORT 

 
Brief description of "background papers" 

  
Name and telephone number of holder 
And address where open to inspection 

   

January 2012 Investment Portfolio Analysis Report  Oladapo Shonola   Ext.  4733 
Mulberry Place, 4

th
 Floor. 
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Appendix 1: Definition of Credit Ratings  
 
Support Ratings 
 

Rating  
1 A bank for which there is an extremely high probability of external 

support. The potential provider of support is very highly rated in its 
own right and has a very high propensity to support the bank in 
question. This probability of support indicates a minimum Long-term 
rating floor of 'A-'. 

2 A bank for which there is a high probability of external support.  The 
potential provider of support is highly rated in its own right and has a 
high propensity to provide support to the bank in question. This 
probability of support indicates a minimum Long-term rating floor of 
'BBB-'. 

3 A bank for which there is a moderate probability of support because 
of uncertainties about the ability or propensity of the potential 
provider of support to do so. This probability of support indicates a 
minimum Long-term rating floor of 'BB-'. 
 

4 A bank for which there is a limited probability of support because of 
significant uncertainties about the ability or propensity of any 
possible provider of support to do so. This probability of support 
indicates a minimum Long-term rating floor of 'B'. 
 

5 A bank for which external support, although possible, cannot be 
relied upon. This may be due to a lack of propensity to provide 
support or to very weak financial ability to do so. This probability of 
support indicates a Long-term rating floor no higher than 'B-' and in 
many cases no floor at all. 

 
Short-term Ratings 
 
Rating  

F1 Highest short-term credit quality. Indicates the strongest capacity 
for timely payment of financial commitments; may have an added "+" 
to denote any exceptionally strong credit feature. 

F2 Good short-term credit quality. A satisfactory capacity for timely 
payment of financial commitments, but the margin of safety is not as 
great as in the case of the higher ratings. 

F3 Fair short-term credit quality. The capacity for timely payment of 
financial commitments is adequate; however, near-term adverse 
changes could result in a reduction to non-investment grade. 
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Long-term Rating Scales 
 
Rating Current Definition (August 2003) 
AAA Highest credit quality. 'AAA' ratings denote the lowest expectation 

of credit risk. They are assigned only in case of exceptionally strong 
capacity for timely payment of financial commitments. This capacity 
is highly unlikely to be adversely affected by foreseeable events. 

AA Very high credit quality. 'AA' ratings denote a very low 
expectation of credit risk. They indicate very strong capacity for 
timely payment of financial commitments. This capacity is not 
significantly vulnerable to foreseeable events. 

A High credit quality. 'A' ratings denote a low expectation of credit 
risk. The capacity for timely payment of financial commitments is 
considered strong. This capacity may, nevertheless, be more 
vulnerable to changes in circumstances or in economic conditions 
than is the case for higher ratings. 

BBB Good credit quality. 'BBB' ratings indicate that there is currently a 
low expectation of credit risk. The capacity for timely payment of 
financial commitments is considered adequate, but adverse changes 
in circumstances and in economic conditions are more likely to 
impair this capacity. This is the lowest investment-grade category 

 
Individual Ratings 
 
Rating  

A A very strong bank. Characteristics may include outstanding 
profitability and balance sheet integrity, franchise, management, 
operating environment or prospects. 

B A strong bank. There are no major concerns regarding the bank. 
Characteristics may include strong profitability and balance sheet 
integrity, franchise, management, operating environment or 
prospects 

C An adequate bank, which, however, possesses one or more 
troublesome aspects. There may be some concerns regarding its 
profitability and balance sheet integrity, franchise, management, 
operating environment or prospects. 

D A bank, which has weaknesses of internal and/or external origin. 
There are concerns regarding its profitability, substance and 
resilience, balance sheet integrity, franchise, management, 
operating environment or prospects. Banks in emerging markets are 
necessarily faced with a greater number of potential deficiencies of 
external origin. 

E A bank with very serious problems, which either requires or is likely 
to require external support. 
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